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DSL-G604T Wireless A DSL Router User’s Guide

About This User’s Guide

This user’s guide provides instructions on how to install the DSL-G604T Wireless ADSL Router and use it to
provide Internet access for an Ethernet or 802.11g/802.11b wireless LAN.

If you are using a computer with a functioning Ethernet port, the quickest and easiest way to set up the
DSL-G604T is to insert the Installation CD into the CD-ROM drive of your computer and follow the instructions
provided in the Quick Installation Guide.

Before You Start

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have
all the necessary information and equipment on hand before beginning the installation.

Installation Overview

The procedure to install the Router can be described in general terms in the following steps:

1. Gather information and equipment needed to install the device. Before you begin the actual installation
make sure you have all the necessary information and equipment.

2. Install the hardware, connect the cables to the device and connect the power adapter.

3. Check the IP settings on your computer and change them if necessary so the computer can access the
web-based software built into the Router.

4. Use the web-based management software to configure the device to suit the requirements of your ADSL
service and wireless LAN.

The Setup Wizard

Many users will be able to configure all the settings necessary to use the DSL-G604T with the Setup Wizard. For
ADSL connections that use Dynamic, Statis IP, PPPoE/PPPoA, or Bridge connections, the simplest way to setup
the DSL-G604T is to use the Setup Wizard to configure the Internet connection. Once you access the web
interface used to configure the device, just launch the Setup Wizard to configure your Internet connection. Once
you have the Internet connection established, set up the wireless nework and security settings using web
manager.
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Installation Requirements

In order to establish a connection to the Internet it will be necessary to provide information to the Router that
will be stored in its memory. For most users, only their account information (Username and Password) is
required. For others, various parameters that control and define the Internet connection will be required. You can
print out the section labeled “Information you will need from your ADSL service provider” and use the tables to
list this information. This way you have a hard copy of all the information needed to setup the Router. If it is
necessary to reconfigure the device, all the necessary information can be easily accessed. Be sure to keep this
information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering
mechanism may be necessary to avoid mutual interference. A low pass filter device can be installed for each
telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect to
the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more
information about the use of low pass filters with your installation.

Operating Systems

The DSL-G604T uses an HTML-based web interface for setup and management. The web configuration
manager may be accessed using any operating system capable of running web browser software, including
Windows 98 SE, Windows ME, Windows 2000, and Windows XP.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management
software. The program is designed to work best with more recently released browsers such as Opera, Microsoft
Internet Explorer® version 5.0, Netscape Navigator® version 4.7, or later versions. The web browser must have
JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not been
disabled by other software (such as virus protection or web user security packages) that may be running on your
computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This
connection is an Ethernet connection and therefore requires that your computer be equipped with an Ethernet
port as well. Most laptop computers are now sold with an Ethernet port already installed. Likewise, most fully
assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer does
not have an Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must
install an adapter, follow the installation instructions that come with the Ethernet NIC adapter.

Wireless LAN Configuration

Wireless LAN settings for 802.11g and 802.11b wireless operation must be enabled using the Setup Wizard
before it can be configured. Basic wireless settings including the Channel and SSID can be configured through
the Setup Wizard. Advanced wireless security settings can also be configured with the Setup Wizard.

Security for wireless communication can be accomplished in a number of ways. The DSL-G604T supports WEP,
WPA and WPA -PSK.

Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet.
Additional software must be installed if you are using the device a simple bridge. For a bridged connection, the
information needed to make and maintain the Internet connection is stored on another computer or gateway
device, not in the Router itself.
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Information you will need from your ADSL service provider:

This is the Username used to log on to your ADSL service Record info here
provider’s network. It is commonly in the form —
user@isp.com. Your ADSL service provider uses this to
identify your account.

Username

This is the Password used, in conjunction with the Username
Password above, to log on to your ADSL service provider's network.
This is used to verify the identity of your account.

This is the method your ADSL service provider uses to
transport data between the Internet and your computer. Most
users will use the default PPPoE/PPPOA, connection type.
The Setup Wizard can be used to configure a PPPoE/PPPoA
connection type. You may need to specify one of the
Connection and following connection types (PPPoE LLC, PPPoA LLC or
Encapsulation Type PPPoA VC-MUX). The other available connection and
encapsulation combinations must be configured using the
web manager. These include Bridge Mode (1483 Bridged IP
LLC or 1483 Bridged IP VC-MUX), and Static IP (Bridged IP
LLC, 1483 Bridged IP VC-MUX, 1483 Routed IP LLC, 1483
Routed IP VC-MUX or IPoA).

Most users will not be required to change this setting. The
Virtual Path Identifier (VPI) is used in conjunction with the
Virtual Channel Identifier (VCI) to identify the data path
between your ADSL service provider's network and your
VPI computer. If you are setting up the Router for multiple virtual
connections, you will need to configure the VPI and VCI as
instructed by your ADSL service provider for the additional
connections. This setting can be changed in the WAN menu
of the web management interface.

Most users will not be required to change this setting. The
Virtual Channel Identifier (VCI) used in conjunction with the
VPI to identify the data path between your ADSL service
provider’s network and your computer. If you are setting up
VCI the Router for multiple virtual connections, you will need to
configure the VPI and VCI as instructed by your ADSL
service provider for the additional connections. This setting
can be changed in the WAN menu of the web management
interface.

E The Setup Wizard can be used to configure the Internet connection for most users.
Note
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nformation you will need about your DSL-G604T ADSL Router:

This is the Username needed access the Router’s
management interface. When you attempt to connect to the

Record info here

Username device through a web browser you will be prompted to enter
this Username. The default Username for the Router is
admin. The user cannot change this.

This is the Password you will be prompted to enter when you

Password access the Router's management interface. The default

Password is admin. The user may change this.

LAN IP addresses for the
DSL-G604T

This is the IP address you will enter into the Address field of
your web browser to access the Router’s configuration
graphical user interface (GUI) using a web browser. The
default IP address is 192.168.11 and it is referred to as the
“Management IP” address in this User's Manual. This may be
changed to suit any IP address scheme the user desires. This
address will be the base IP address used for DHCP service
on the LAN when DHCP is enabled.

LAN Subnet Mask for the
DSL-G604T

This is the subnet mask used by the DSL-G604T, and will be
used throughout your LAN. The default subnet mask is
255.255.255.0 - this can be changed later.

Information you wil

need about your LAN or computer:

Ethernet NIC

If your computer has an Ethernet NIC, you can connect the
DSL-G604T to this Ethernet port using an Ethernet cable.
You can also use the Ethernet ports on the DSL-G604T to
connect to other computer or Ethernet devices.

Record info here

DHCP Client status

Your DSL-G604T ADSL Router is configured, by default, to
be a DHCP server. This means that it can assign an IP
address, subnet mask, and a default gateway address to
computers on your LAN. The default range of IP addresses
the DSL-G604T will assign are from 192.168.1.2 to
192.168.1.254. Your computer (or computers) needs to be
configured to Obtain an IP address automatically (that is,
they need to be configured as DHCP clients.)

It is recommended that you collect and record this information here, or in some other secure place, in case you
have to re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-G604T ADSL Router.

Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed here.

1. One DSL-G604T 802.11g Wireless ADSL Ethernet Router
One CD-ROM containing the User’s Guide

One twisted-pair telephone cable used for ADSL connection

One 12V, 1.2A power adapter suitable for your electric service

One Quick Installation Guide

Rubber stand

2
3
4. One straight-through Ethernet cable
5
6
7
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Introduction

This section provides a brief description of the Router, its associated technologies and a list of Router features.

Router Description and Operation

The DSL-G604T Router is designed to provide a simple and cost-effective ADSL Internet connection for a
private Ethernet or 802.11g/802.11b wireless network. The Router combines high-speed ADSL Internet
connection, IP routing for the LAN and wireless connectivity in one package.

The Router is easy to install and use. The DSL-G604T connects to an Ethernet LAN or computers via standard
Ethernet ports. The ADSL connection is made using ordinary telephone line with standard connectors. Multiple
workstations can be networked and connected to the Internet using a single Wide Area Network (WAN)
interface and single global IP address. The advanced security enhancements, packet filtering and port redirection,
can help protect your network from potentially devastating intrusions by malicious agents from outside your
network.

Network and Router management is done through the web-based management interface that can be accessed
through the local Ethernet using any web browser. You may also enable remote management to enable
configuration of the Router via the WAN interface.

ADSL

Asymmetric Digital Subscriber Line (ADSL) is a broadband network technology that utilizes standard twisted-
pair copper wire telephone lines to enable broadband high-speed digital data transmission and bandwidth hungry
applications for business and residential customers.

ADSL routers and modems provide faster downloads and more reliable connectivity to the user without loss of
quality or disruption of voice/fax telephone capabilities.

ADSL service operates at speeds of up to 8 Mbps downstream and up to 640 Kbps upstream. A secure dedicated
point-to-point connection is established between the user and the central office of the service provider.

802.11g Wireless

The embedded 802.11g wireless access point provides Internet access and connectivity to the Ethernet for
802.11g and 802.11b wireless workstations. IEEE 802.11g is fully compatible with IEEE 802.11b wireless
devices. The 802.11g standard supports data transfer rates of up to 54 Mbps.* The Router’s wireless access point
supports common security protocols used for wireless LAN including WEP encryption, 802.1x and WPA.

*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will
vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, and network overhead lower actual data throughput rate.






Router Features

The DSL-G604T Wireless ADSL Router utilizes the latest ADSL enhancements to provide a reliable Internet
portal suitable for most small to medium sized offices. DSL-G604T advantages include:

802.11g Wireless Access Point — The built-in 802.11g wireless access point connects 802.11g and 802.11b
wireless devices to the Internet and the Ethernet.

PPP (Point-to-Point Protocol) Security — The DSL-G604T ADSL Router supports PAP (Password
Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol) for PPP connections.

DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns al LAN IP
settings to each host on your network. This eliminates the need to reconfigure every host whenever changes
in network topology occur.

Network Address Translation (NAT) — For small office environments, the DSL-G604T allows multiple
users on the LAN to access the Internet concurrently through a single Internet account. This provides
Internet access to everyone in the office for the price of a single user.

NAT improves network security in effect by hiding the private network behind one global and visible IP
address. NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

TCP/IP (Transfer Control Protocol/Internet Protocol) — The DSL-G604T supports TCP/IP protocol, the
language used for the Internet. It is compatible with access servers manufactured by major vendors.

RIP-1/RIP-2 — The DSL-G604T supports both RIP-1 and RIP-2 exchanges with other routers. Using both
versions allow the Router to communicate with all RIP enabled devices.

Static Routing — This allows you to select a data path to a particular network destination that will remain in
the routing table and never “age out”. If you wish to define a specific route that will always be used for data
traffic from your LAN to a specific destination within your LAN (for example to another router or a server)
or outside your network (to a ISP defined default gateway for instance).

Default Routing — This allows you to choose a default path for incoming data packets for which the
destination address is unknown. This is particularly useful when if the Router functions as the sole
connection to the Internet.

ATM (Asynchronous Transfer Mode) — The DSL-G604T supports Bridged Ethernet over ATM
(RFC1483), IP over ATM (RFC1577) and PPP over ATM (RFC 2364).

Precise ATM Traffic Shaping — Traffic shaping is a method of controlling the flow rate of ATM data cells.
This function helps to establish the Quality of Service for ATM data transfer.

G.hs (Auto-handshake) — This allows the Router to automatically choose either the G.lite or G.dmt ADSL
connection standards.

High Performance — Very high rates of data transfer are possible with the Router. Up to eight Mbps
downstream bit rate using the G.dmt standard.

Full Network Management — The DSL-G604T incorporates SNMP (Simple Network Management
Protocol) support for web-based management and text-based network management via Telnet connection.

Telnet Connection — The Telnet enables a network manager to access the Router’s management software
remotely.

Easy Installation — The DSL-G604T uses a web-based graphical user interface program for convenient
management access and easy set up. Any common web browser software can be used to manage the Router.



Standards Compatibility and Compliance

The DSL-G604T complies with or is compatible with the following standards as recognized by their respective
agencies.

e ITU G.992.2 (G.lite) compliant

e ITU-T Rec. 1.361 compliant

e RFC 791 Internet Protocol compliant

e RFC 792 UDP compliant

e RFC 826 Address Resolution Protocol compliant (ARP) compliant

e RFC 1058 Routing Information Protocol (RIP) compliant

e RFC 1213 MIB II for IP compliant

e RFC 1334 PPP Authentication Protocol compliant

e RFC 1389 Routing Information Protocol 2 (RIP2) compliant

e RFC 1483 IP over AALS/ Bridged Ethernet over AALS compliant

e RFC 1557 Classical IP over ATM (IPoA) compliant

e RFC 1661 Point to Point Protocol (PPP) compliant

e RFC 1877 Automatic IP assignment compliant

e RFC 1994 Challenge Handshake Authentication Protocol compliant

e  Supports RFC 2131 and RFC 2132 DHCP functions including: automatic assignment of IP address, use of
subnet mask and default gateway and provision of DNS server address for all hosts

e RFC 2364 PPP over ATM compliant (PPPoA) compliant

e RFC 2516 PPP over Ethernet compliant (PPPoE) compliant
e RFC 2684 Bridged/Routed Ethernet over ATM compliant

e IEEE 802.3 compliant

e IEEE 802.3u compliant

e [EEE 802.1d compliant

e IEEE 802.11g compliant

e IEEE 802.3x compliant

e Embedded web server support

e  Supports Dynamic Learning

e Supports Static Routing

e  Supports NAPT for up to 4096 connections

e  Supports DHCP for up to 253 hot connections

e  Supports IGMP

e  Supports ATM Forum UNI 3.1/4.0

e Supports ATM VCC (Virtual Channel Circuit) for up to eight sessions
e  Supports TELNET and TFTP

e  Supports back pressure for half-duplex



Front Panel Display

' .
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Power

-
Status

Place the Router in a location that permits an easy view of the LED indicators
on the front panel.

The LED indicators on the front panel include the Power, Status, ADSL and
WLAN and Ethernet (1-4) Link/Act indicators. The ADSL, WLAN and
Ethernet indicators monitor link status and activity (Link/Act).

Power

Steady green light indicates the unit
is powered on. When the device is
powered off this remains dark.

Status

Lights steady green during power
on self-test (POST). Once the
connection status has been settled,
the light will blink green. If the
indicator lights steady green after
the POST, the system has failed
and the device should be rebooted.

ADSL (Link/Act)

Steady green light indicates a valid
ADSL connection. This will light
after the ADSL negotiation process
has been settled. A blinking green
light indicates activity on the WAN
(ADSL) interface.

WLAN (Link/Act)

Steady green light indicates a
wireless connection. A blinking
green light indicates activity on the
WLAN interface.

Ethernet (Link/Act) 1 -4

A solid green light indicates a valid
link on startup. This light will blink
when there is activity currently
passing through the Ethernet ports.




Rear Panel Connections

All cable connections to the Router are made at the rear panel. Connect the power adapter here to power on the
Router. Use the Reset button to restore the settings to the factory default values in the next chapter for

instructions on using the reset button).

Antenna

|

For wireless
operation, mount
the antenna on
the threaded
antenna post

ADSL Port

Use the ADSL cable to connect to the
your telephone line (RJ-11 port)

Ethernet ports

Use the Ethernet ports to connect
the Router to your Ethernet LAN or
Ethernet devices

Reset button

To manually reset, depress
button with the power on for at
least seven seconds

Power Insert

Use the adapter shipped
with the Router to connect
to power source

RESET
g To manually reboot the
Router, disconnect and
12V AC1 2A '
= Note then reconnect the power.



Wireless LAN Basics

Some basic understanding of 802.11b/g wireless technology and terminology is useful when you are setting up
the Router or any wireless access point. If you are not familiar with wireless networks please take a few minutes
to learn the basics.

Radio Transmission

Wireless LAN or WLAN devices use electromagnetic waves within a broad, unlicensed range of the radio
spectrum to transmit and receive radio signals. When a wireless access point is present, it becomes a base station
for the WLAN nodes in its broadcast range. WLAN nodes transmit digital data using FM (frequency
modulation) radio signals. WLAN devices generate a carrier wave and modulate this signal using various
techniques. Digital data is superimposed onto the carrier signal. This radio signal carries data to WLAN devices
within range of the transmitting device. The antennae of WLAN devices listen for and receive the signal. The
signal is demodulated and the transmitted data extracted. The transmission method used by the access point is
called Direct Sequence Spread Spectrum (DSSS) and operates in a range of the radio spectrum between 2.4GHz
and 2.5GHz for transmission. See the technical specifications for more details on wireless operation.

Range

Range should not be a problem in most homes or small offices. If you experience low or no signal strength in
some areas, consider positioning the Router in a location between the WLAN devices that maintains a roughly
equal straight-line distance to all devices that need to access the Router through the wireless interface. Adding
more 802.11g access points to rooms where the signal is weak can improve signal strength. Read the section
about placement of the Router titled Location in the next chapter, Hardware Installation, for more information.

SSID

Wireless networks use an SSID (Service Set Identifier) to allow wireless devices to roam within the range of the
network. Wireless devices that wish to communicate with each other must use the same SSID. Several access
points can be set up using the same SSID so that wireless stations can move from one location to another without
losing connection to the wireless network.

The DSL-G604T operates in Infrastructure mode. It controls network access on the wireless interface in its
broadcast area. It will allow access to the wireless network to devices using the correct SSID after a negotiation
process takes place. By default he DSL-G604T broadcasts its SSID so that any wireless station in range can learn
the SSID and ask permission to associate with it. Many wireless adapters are able to survey or scan the wireless
environment for access points. An access point in Infrastructure mode allows wireless devices to survey that
network and select an access point with which to associate. You may disable SSID broadcasting in the web
manager’s wireless menu.

Wireless Security

Various security options are available on the DSL-G604T including open or WEP, WPA, and WPA-PSK.
Authentication may use an open system or a shared key. For details on these methods and how to use them,
please read the wireless LAN configuration information in chapters 3 (Basic Router Configuration) and 4
(Advanced Router Configuration).



About 802.11g Wireless

Today's 11-megabits-per-second 802.11b wireless networks are fine for broadband Internet access (which
typically tops out at about 1 mbps) but rather slow for large internal file transfers or streaming video. However,
54-mbps, corporate-oriented 802.11a is expensive--and because its radio uses the 5-GHz band and 802.11b uses
the 2.4-GHz band, upgrading to an 802.11a network means either scrapping 802.11b gear or buying even-pricier
hardware that can support both standards.

But 802.11g promises the same speed as 802.11a and the ability to coexist with 802.11b equipment on one
network, since it too uses the 2.4-GHz band.

802.11g is an extension to 802.11b, the basis of many wireless LANs in existence today. 802.11g will broaden
802.11b's data rates to 54 Mbps* within the 2.4 GHz band using OFDM (orthogonal frequency division
multiplexing) technology. Because of backward compatibility, an 802.11b radio card will interface directly with
an 802.11g access point (and vice versa) at 11 Mbps or lower depending on range. You should be able to
upgrade the newer 802.11b access points to be 802.11g compliant via relatively easy firmware upgrades.

Similar to 802.11b, 802.11g operates in the 2.4GHz band, and the transmitted signal uses approximately 30MHz,
which is one third of the band. This limits the number of non-overlapping 802.11g access points to three, which
is the same as 802.11b.

*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will
vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, and network overhead lower actual data throughput rate.
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Hardware Installation

The DSL-G604T maintains three separate interfaces, an Ethernet LAN, a wireless LAN and an ADSL (WAN)
interface. Place the Router in a location where it can be connected to the various devices as well as to a power
source. The Router should not be located where it will be exposed to moisture or excessive heat. Make sure the
cables and power cord are placed safely out of the way so they do not create a tripping hazard. As with any
electrical appliance, observe common sense safety procedures.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front
if you need to view them for troubleshooting.

Choosing the Best Location for Wireless Operation

Many environmental factors can affect the effective wireless function of the DSL-G604T. If this is your first
time setting up a wireless network device, read and consider the points listed below.

The access point can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the
front if you need to view them for troubleshooting.

Designed to go up to 100 meters indoors and up to 300 meters outdoors, Wireless LAN lets you access your
network from anywhere you want. However, the number of walls, ceilings, or other objects that the wireless
signals must pass through can limit signal range. Typical ranges vary depending on the types of materials and
background RF noise in your home or business. For optimum range and signal strength, use these basic
guidelines:

1. Keep the number of walls and ceilings to a minimum:
The signal emitted from Wireless LAN devices can penetrate through ceilings and walls. However, each
wall or ceiling can reduce the range of Wireless LAN devices from 1 to 30M. Position your wireless
devices so that the number of walls or ceilings obstructing the signal path is minimized.

2. Consider the direct line between access points and workstations: A wall that is 0.5 meters thick, at a
45-degree angle appears to be almost 1 meter thick. At a 2-degree angle, it is over 14 meters thick. Be
careful to position access points and client adapters so the signal can travel straight through (90° angle)
a wall or ceiling for better reception.

3. Building Materials make a difference: Buildings constructed using metal framing or doors can reduce
effective range of the device. If possible, position wireless devices so that their signal can pass through
drywall or open doorways, avoid positioning them so that their signal must pass through metallic
materials. Poured concrete walls are reinforced with steel while cinderblock walls generally have little

or no structural steel.

4. Position the antenna for best reception. Play around with the antenna position to see if signal strength
improves. Some adapters or access points allow the user to judge the strength of the signal.

5. Keep your product away (at least 1-2 meters) from electrical devices:
Position wireless devices away from electrical devices that generate RF noise such as microwave ovens,

monitors, electric motors, etc.



Power on Router

CAUTION: The Router must be used with the power adapter included with the device.

To power on the Router:

1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug
the adapter into a suitable nearby power source.

2. You should see the Power LED indicator light up and remain lit. The Status LED should light solid green
and begin to blink after a few seconds.

3. Ifthe Ethernet port is connected to a working device, check the Ethernet Link/Act LED indicators to make
sure the connection is valid. The Router will attempt to establish the ADSL connection, if the ADSL line is
connected and the Router is properly configured this should light up after several seconds. If this is the first
time installing the device, some settings may need to be changed before the Router can establish a
connection.

Factory Reset Button

The Router may be reset to the original factory default settings by depressing the reset button for a few seconds
while the device is powered on. Use a ballpoint or paperclip to gently push down the reset button. Remember
that this will wipe out any settings stored in flash memory including user account information and LAN IP
settings. The device settings will be restored to the factory default IP address 192.168.1.1 and the subnet mask is
255.0.0.0, the default management Username is admin and the default Password is admin.



Wired Network Connections

Wired network connections are provided through the ADSL port and the four Ethernet ports on the back of the
Router. See the Rear Panel diagram above and the illustrations below for examples.

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end
of the cable into the ADSL port (RJ-11 receptacle) on the rear panel of the Router and insert the other end into
the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the device
or given to you by your service provider. The ADSL connection represents the WAN interface, the connection to
the Internet. It is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10/100 BASE-TX Ethernet
port on the rear panel. Any connection to an Ethernet concentrating device such as a switch or hub must operate
at a speed of 10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of operating
at speeds between 0~100Mbps, be sure that the device has auto-negotiation (NWay) enabled for the connecting
port.

Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X).
Follow standard Ethernet guidelines when deciding what type of cable to use to make this connection. When
connecting the Router directly to a PC or server use a normal straight-through cable. You should use a crossed
cable when connecting the Router to a normal (MDI-X) port on a switch or hub. Use a normal straight-through
cable when connecting it to an uplink (MDI-II) port on a hub or switch.

The rules governing Ethernet cable lengths apply to the LAN to Router connection. Be sure that the cable
connecting the LAN to the Router does not exceed 100 meters.

Hub or Switch to Router Connection

Connect the Router to an uplink port (MDI-IT) on an Ethernet hub or switch with a straight-through cable as
shown in the diagram below:

Switch/Hub

If you wish to reserve the
uplink port on the switch or
hub for another device,
connect to any on the other
MDI-X ports (1x, 2x, etc.)
with a crossed cable.

10100 BASE-TX Cable
| Work with Uplink and Ethernst
/ MDI/ MDEX Port 10/100 BASE-TX




Computer to Router Connection

You can connect the
Router directly to a
10/100BASE-TX
Ethernet adapter card
(NIC) installed on a
PC using the Ethernet
DSL-GEO4T cable provided as
shown in this diagram.

The illustration below shows the DSL-G604T connected to Ethernet LAN devices, Wireless LAN devices and
the Internet.

Computer 2

Desktop PC or Laptop

Computer 1

Desktop PC or Laptop

Computer 4

Desktop PC or Laptop

Computer 3

Desktop PC or Laptop

laptop
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Basic Router Configuration

The first time you setup the Router it is recommended that you configure the WAN connection using a single
computer making sure that both the computer and the Router are not connected to the LAN. Once the WAN
connection is functioning properly, you may continue to make changes to Router configuration including IP
settings and DHCP setup. This chapter is concerned with using your computer to configure the WAN
connection. The following chapter describes the various menus used to configure and monitor the Router
including how to change IP settings and DHCP server setup.

Wan Configuration Summary

1. Connect to the Router To configure the WAN connection used by the Router it is first necessary to
communicate with the Router through its management interface, which is HTML-based and can be
accessed using a web browser. To access the management software your computer must be able to
“see” the Router. Your computer can see the Router if it is in the same “neighborhood” or subnet as the
Router. This is accomplished by making sure your computer has IP settings that place it in the same
subnet as the Router. The easiest way to make sure your computer has the correct IP settings is to
configure it to use the DHCP server in the Router. The next section describes how to change the IP
configuration for a computer running a Windows operating system to be a DHCP client.

2. Configure the WAN Connection Once your are able to access the configuration software you can
proceed to change the settings required to establish the ADSL connection and connect to the service
provider’s network. There are different methods used to establish the connection to the service
provider’s network and ultimately to the Internet. You should know what Encapsulation and connection
type you are required to use for your ADSL service. It is also possible that you must change the PVC
settings used for the ADSL connection. Your service provider should provide all the information you
need to configure the WAN connection.

Configuring IP Settings on Your Computer

In order to configure your system to receive IP settings from the Router it must first have the TCP/IP protocol
installed. If you have an Ethernet port on your computer, it probably already has TCP/IP protocol installed. If
you are using Windows XP the TCP/IP is enabled by default for standard installations. Below is an illustrated
example of how to configure a Windows XP system to automatically obtain IP settings from the Router.
Following this example is a step-by-step description of the procedures used on the other Windows operating
systems to first check if the TCP/IP protocol has been installed; if it is not, instructions are provided for
installing it. Once the protocol has been installed you can configure the system to receive IP settings from the
Router.

For computers running non-Windows operating systems, follow the instructions for your OS that configure the
system to receive an [P address from the Router, that is, configure the system to be a DHCP client.

If you are using this Router to provide Internet access for more than one computer, you
@ can use these instructions later to change the IP settings for the other computers.
However, you cannot use the same IP address since every computer must have its own

Note IP address that is unique on the local network.



Configure Windows XP for DHCP

Use the following steps to configure a computer running Windows XP to be a DHCP client.

1. From the Start menu on your desktop, go to Settings, then click on Network Connections.

| Mewe ofice Document

Open Office Document

@ Set Pragram Access and Defaults

S Windows Cataiog
“ ‘Windows Update

Programs

Dacuments

Help and Support

Run...

Log OFf wilf...

Windows XP Professional

Turn OFf Camputer. ..

i untitled - Paink




2. In the Network Connections window, right-click on LAN (Local Area Connection), then click
Properties.

s Network Connections |;| @| |z|

w

File Edit View Faworites Tools  Advanced  Help
&) Ber \_)) |$ /'._J Search [\L' Folders v

Address d_, Metwork Connections v| L
| _LAN or High-Speed Internet

Network Tasks

[l Create anew Disable
g cUnnectthn . Status
=% 3et up a home or smal .
= office network . Repaic
% Disable this netwark Eridge Connections
device -
% Repair this connection Create Shorkout
Iﬂ Rename this conneckion
Rename

&) View status of this
conneckion

Change settings of this
connection

Other Places

G» Control Panel

& 1y Metwork Places
[} My Documents

i My Computer

b

Details

Local Area Connection 3
LAM or High-Speed Internet

Erzbled

3. In the General tab of the Local Area Connection Properties menu, highlight Internet Protocol
(TCP/IP) under “This connection uses the following items:” by clicking on it once. Click on the
Properties button.

-~ Local Area Connection 3 Properties

General | Authentication | Advanced |

Connect uzsing:

‘ E® IntellR) PRO/100YE Network Connection |

Thiz connection uses the fallawing iterms:

g Client for Microsoft Metworks
E,N File and Printer Sharing for Microzoft Metwaorks
43 Q0% Packet Scheduler

%

Internet

Install... Urinztall
Description

Transmizzion Control Protocal/Internet Frotocol. The default
wide area netwark protacaol that provides communication
across diverze interconnected network s,

[] Show icon in notification area when connected

0] ] [ Cancel




4.

Select “Obtain an IP address automatically” by clicking once in the circle. Click the OK button.

Internet Protocol (TCP/IP) Properties EE|

General | Altemate Configuration

You can get [P settings azsigned automatically if your network. supports
thiz capability. Othernwize, you need to azk pour network, administrator for
the appropriate [P settings.

(®)0btan an [P address automaticalie
(0 Use the following |P address:

(®) Obtain DMS server address autamatically
(0 Use the following DMS server addresses:

I k. H Catcel ]

Your computer is now ready to use the Router’s DHCP server.

Windows 2000

First, check for the IP protocol and, if necessary, install it:

1.
2.
3.

® =N

9.

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Local Area Connection icon, and
then select Properties.

The Local Area Connection Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled,
skip ahead to Configure Windows 2000 for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Install.
In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows 2000 installation CD or other media. Follow
the instructions to install the files.

If prompted, click OK to restart your computer with the new settings.

Configure Windows 2000 for DHCP

5.

In the Control Panel, double-click the Network and Dial-up Connections icon.

In Network and Dial-up Connections window, right-click the Local Area Connection icon, and then
select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP), and then
click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the button labeled Obtain an IP
address automatically.

Double-click OK to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.



Windows ME

First, check for the IP protocol and, if necessary, install it:

1.
2.
3.

e A

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

The Network Properties dialog box displays with a list of currently installed network components. If
the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled. Skip ahead to
Configure Windows ME for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Add.

In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows Me installation CD or other media. Follow
the instructions to install the files.

10. If prompted, click OK to restart your computer with the new settings.

Configure Windows ME for DHCP

3.
4.
5.

In the Control Panel, double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

In the Network Properties dialog box, select TCP/IP, and then click Properties.
In the TCP/IP Settings dialog box, click the Obtain and IP address automatically option.

Double-click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.



Windows 95 and Windows 98

First, check for the IP protocol and, if necessary, install it:

1.

7.

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network icon.

The Network dialog box displays with a list of currently installed network components. If the list
includes TCP/IP, and then the protocol has already been enabled, skip to Configure IP Information
Windows 95, 98.

If TCP/IP does not display as an installed component, click Add. The Select Network Component
Type dialog box displays.

Select Protocol, and then click Add. The Select Network Protocol dialog box displays.

Click on Microsoft in the Manufacturers list box, and then click TCP/IP in the Network Protocols list
box.

Click OK to return to the Network dialog box, and then click OK again. You may be prompted to
install files from your Windows 95/98 installation CD. Follow the instructions to install the files.

Click OK to restart the PC and complete the TCP/IP installation.

Configure Windows 95 and Windows 98 for DHCP

AN

7.

Open the Control Panel window, and then click the Network icon.

Select the network component labeled TCP/IP, and then click Properties.

If you have multiple TCP/IP listings, select the listing associated with your network card or adapter.
In the TCP/IP Properties dialog box, click the IP Address tab.

Click the Obtain an IP address automatically option.

Double-click OK to confirm and save your changes. You will be prompted to restart Windows.
Click Yes.

When it has restarted, your computer is ready to use the Router’s DHCP server.

Windows NT 4.0 Workstations

First, check for the IP protocol and, if necessary, install it:

1.

2.
3.
4

e

8.

In the Windows NT task bar, click the Start button, point to Settings, and then click Control Panel.
In the Control Panel window, double-click the Network icon.
In the Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the list includes TCP/IP,
then the protocol has already been enabled. Skip to “Configure IP Information”

If TCP/IP does not display as an installed component, click Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click OK. You may be prompted
to install files from your Windows NT installation CD or other media. Follow the instructions to install
the files.

After all files are installed, a window displays to inform you that a TCP/IP service called DHCP can be
set up to dynamically assign IP information.

Click Yes to continue, and then click OK if prompted to restart your computer.

Configure Windows NT 4.0 for DHCP

1

2.
3.
4

Open the Control Panel window, and then double-click the Network icon.
In the Network dialog box, click the Protocols tab.
In the Protocols tab, select TCP/IP, and then click Properties.

In the Microsoft TCP/IP Properties dialog box, click the Obtain an IP address automatically
option.

Click OK twice to confirm and save your changes, and then close the Control Panel.



Access the Configuration Manager

Now that your computer’s IP settings allow it to communicate with the Router, you can access the configuration
software.

Be sure that the web browser on your computer is not configured to use a proxy server

in the Internet settings. In Windows Internet Explorer, you can check if a proxy server is

enabled using the following procedure:

1. In Windows, click on the Start button, go to Settings and choose Control Panel.
'ﬁh 2. In the Control Panel window, double-click on the Internet Options icon.

3. Click the Connections tab and click on the LAN Settings button.

4. Verify that the “Use proxy server” option is NOT checked. If it is checked, click in the
checked box to deselect the option and click OK.

Note

Alternatively, you can access this Internet Options menu using the Tools pull-down
menu in Internet Explorer.

Login to Home Page

To use the web-based management software, launch a suitable web browser and direct it to the IP address of the
Router. Type in http:// followed by the default IP address, 192.168.1.1 in the address bar of the browser. The
URL in the address bar should read: http://192.168.1.1.

A dialog box prompts for the User Name and Password. Type in the default User Name admin and default
Password admin and click the OK button to access the web-based manager.

Connect to 192.168.1.1

Flease enter vour user name and password on DSL-GA04T

Lser name: € admin w
Password: senss

[ 1remember my passwaord

[ K ] [ Cancel

Figure 3-1. Enter Password

You should change the web-based manager access user name and password once you have verified that a
connection can be established. The user name and password allows any computer within the same subnet as the

Router to access the web-based manger.

b Do not confuse the user name and password used to access the web-based manager
ﬁ with the ADSL account user name and password needed for PPP connections to
Note access the Internet.



Configure the Router

When you successfully connect to the web manager, the Home directory tab will display the Setup Wizard
menu. You can launch the Setup Wizard from this page or use the menu buttons located in the left panel of the
web page to view other menus used for basic configuration. You may use the Setup Wizard if your Internet
connection is a PPPoE connection. If you are using a PPPoE connection and want to use the Setup Wizard,
follow the instructions below. If your Internet connection is a Bridge or Static IP type connection, you should
follow the instructions below in the section Configure WAN Connection.

When you successfully connect to the web manager, the Home directory tab will display the Setup Wizard
menu. You can launch the Setup Wizard from this page or use the menu buttons located in the left panel of the
web page to view other menus used for basic configuration. You may use the Setup Wizard if your Internet
connection is a Dynamic IP, Static IP, PPPoE/PPPoA, and Bridge connection.

A hitp:f/192.168.1.1/cgi-binAwebcm - Microsoft Internet Explorer
Fle Edit V¥ew Favorites Tools Help 'l'l'

@Back - \ﬂ lg _h /._\J Search ‘?:'T\L(Favur\tes wmedla €‘3 % .'-;' \,,- =]

fiiess | @) httpyf192.165.1.1 fegi-binfwebern "i Go | Links

DSL-G604T
Wireless ADSL Router

- [T "3 Advanced _ Tools Click on a directory
tab to view the menus
Wigard available in that

The DSL-GE04T is an ADSL Moderm ideal far home netwarking and small business d f
networking. The setup wizard will guide you to configure the DSL-GG04T to connect ta yvoau IrECtO ry
{Internet Service Provider). The DSL-GB04T's easy setup will allow you ta have Internet ac

within minutes. Please follow the setup wizard step by step to configure the DSL-GB04T.

Click here to Run

the Setup Wizard

o

Click on a menu button Help
to use or view the menu

Web Manager — First Time Log On

All configuration and management of the Router is done using the web-based management interface pictured in
the above example. The various menus accessed by clicking on one of the directory tabs, Home, Advanced,
Tools, Status and Help. Each tab displays menu buttons located in the left hand panel of the web interface. The
table below lists the menus for each directory in the web manager.



Directory Configuration and Read-only Menus

Click the Home tab to access the Setup Wizard, Wireless LAN setup, WAN
Home Configuration, LAN IP Configuration, DHCP for the LAN Setup and DNS
Configuration menus.

Click the Advanced tab to access the Virtual Server, IP Filters, IP Routing, DMZ,
Advanced Firewall, RIP, PPP, ADSL, ATM VCC, Wireless Performance and Wireless
Management menus.

Click the Tools tab to access the Administrator Settings (used to set the system user
name and password), System Time Configuration, System Settings (load and save

Tools configuration files), Firmware Upgrade, Administrator Settings (save & reboot) and
Diagnostic Test menus.
Click the Status tab to view the Device Information, Event Log, Traffic Statistics and
Status . . .
ADSL Status information windows.
Help The Help menu presents links to pages that explain various functions and services

provided by the Router.

Using the Setup Wizard

To use the Setup Wizard, click the Run Wizard button in the first browser window and follow the instructions
in the pop-up window that appears.

The first window summarizes the setup process. Click the Next button to proceed. You may stop using the Setup
Wizard at any time by clicking the EXit button. If you exit the wizard you will return to the first page without
saving any of the settings changed during the process.

<2l DSL-G604T - Microsoft Internet Explorer

(DSEEGCE0AT WireTeSS ADS I RO e

‘Welcome to the DEL-GEO4T Setup Wizard. The Wizard will guide you
through these four gquick steps. Begin by clicking on Next.
The first window of the Setup Wizard lists the basic

Step 1. Set d .
SE e steps in the process. These steps are as follows:

Step 2. Choose yourtime zone

Step 3. SetInternet connection 1 Set your new system password.
Step 4. Restart .
2. Set the system time.
a @ 3. Configure the connection to the Internet.
s 4. Save the new configuration settings and

reboot the system.

Set a password that is required to make changes to the configuration settings of the Router in the Advanced
Configurations menus. Type in a password and verify it by typing a second time. Click Next to continue.




2l DSL-G604T - Microsoft Internet Explorer

D-Link — , o
By e b [DSEGE04 E WIrelesSADSIE Route!

Set Password

You may change the admin account passwaord by entering in a new
password. ClickNext to continue.

MNew Password | ]

Werify password

228

Exit

@ The default User Name admin used for Router management cannot be changed.
Note

Set the system time of the Router. Choose the time zone you are in from the pull-down menu and click Next. If
you wish to return to the previous menu during the setup process, click the Back button.

T - Microsoft Internet Explorer

[USECGUS RVETTCIESS A US T ROUTCE

Choose Time Zone

Select the appropriate time Zone far your location and click Next ta
cantinue
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Exit




Now select the Connection Type for the Internet and enter your account User Name and Password. Your ISP has
given this information to you.

Connection Type: Dynamic IP Address

2 http://192.168.1.1 - DSL-GEO4T - Microsoft Internet Ex.... [= |51 [K]

A hitp://192.168.1.1 - DSL-G6O4T - Microsoft Internet Ex... (= |(51][]

LELALUGY Lebeliees LUEL Leitiis
LELALUST Libvloss LUEL Lt
. Set Dynamic IP Address
Select Internet Connection Type (WAN) 4
The Clone MAC Address is used to copy the MAC address of your
Selectthe connection type to connectta your ISP. Click Next to continue Ethernat adapter o the DSL-GE0AT. Click Next to cantinue
& Dynamic IP Address Choose this option to obtain a IP address
automatically from your ISP. VPl o
O Static IP Address Chaoose this option to set static IP Vel 35
inforation provided to you by your ISP.
Connection Type 1483 Bridged 1P LLC M
Choose this option if your ISP uses
O FFROEFFFOA PPPOEIPPPOR. (For most DSL users) Cloned MAC Address | 00:00:39:A3:51:55
O Bridge Made Choose this option if your ISP uses Bridge Clone MAC Address
Mode.
E A E AL
Back Next Exit Back Next Exit
&] Done # Internet &) & Intemnet

1. Do not change the VPI or VCI value unless you have been told to do so. These numbers are used to
define a unique path for your connection. If you have been given specific settings for this to configure,
type in the correct values assigned by your ISP.

2. Under Dynamic IP Address mode, choose the Connection Type from the pull-down menu. For
Dynamic IP mode connections the available encapsulation methods are 1483 Bridged IP LLC and 1483
Bridged IP VC-Mux.

3. Some ISP’s may require you to use the original computer that was originally registered for the Internet
service. In this case, type in the MAC address of the computer that was used. To obtain the MAC
address of the computer, you can do the following.

For Windows XP/2000: Start — Run — cmd — OK
In the command prompt, type in ipconfig/all. The physical Address is the MAC address of the computer.

_ Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you.

Open:  |cmd £

I OK I[ Cancel ][ Browse. .. ]

For Windows ME: Start — Run — command — OK

In the command prompt, type in ipconfig/all. The physical Address is the MAC address of the computer.

4. Click Next to proceed to the next page.



Connection Type: Static IP Address

2 hitp://192.168.1.1 - DSL-G60AT - Microsoft Internet Ex... [= |51 |[]

) Dynamic IP Address

O Bridge Mode

Select Internet Connection Type (WAN)

Select the connection type to connect to your ISP. Click Next to continue
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Set Static IP Address

Enter the static IP infarmation provided to your by your ISP. Click Next to

continue.

automatically from your ISP. Wl o

(%) Static IP Address Choose this option to set static IP el 5
inforation provided to you by your ISP.

) PPPOEIPPPOA Choose this option if your ISP uses IF Address 11.28.38.18.3
PPPoE/PPPoA. (For most DSL users) Subnet Mask 255.255.265.0

ISP Gateway Address | 11.26.38.22 11
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ARP Server Address 11216825317
€] a @ Primary DNS Address |139.175.55 224
Back Next Exit Secondary DNS
Address
Connection Type IPoA v
1483 Bridged IP LLC
1483 Bridged IP %C-Mux
1483 Routed IP LLC
1483 Routed IP %C-Mux
&l & Internet &] & Internet

1. After selecting Static IP Address, it will direct you to the information menu. Do not change the VPI or
VCI value unless you have been told to do so. These numbers are used to define a unique path for your
connection. If you have been given specific settings for this to configure, type in the correct values
assigned by your ISP.

2. Change the IP Address, Subnet Mask, Gateway Address and (if available) Secondary DNS Server
IP address as instructed by your ISP. Your ISP should have provided these IP settings to you..

3. Select the Connection Type from the pull-down menu under the Static IP heading. Your ISP should
provide this information to you. The available options are IPOA, 1483 Bridged VC-Mux, 1483 Bridged
LLC, 1483 Routed LLC, and 1483 Routed VC-Mux. If have not been provided specific information for
the Connection Type setting, leave the default setting.

4. Click Next to proceed to the next page.
S.
Connection Type: PPPOE/PPP0oA
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O Dynarmic IP Address
O Static IP Address
@) PPPOEIRPPOA

O Bridge Mode

Choose this option to obtain a IP address
automatically from your ISP.

Choose this option to set static IP
inforation provided to you by your ISP.

Choose this option if your ISP uses
PPPoE/PPPoA. (For most DSL users)

Choose this option if your ISP uses Bridge
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1. Type in the Username and Password used to identify and verify your account to the ISP.

2. After selecting PPPoE/PPPoA, it will direct you to the information menu. Do not change the VPI or
VCI value unless you have been told to do so. These numbers are used to define a unique path for your




connection. If you have been given specific settings for this to configure, type in the correct values
assigned by your ISP.

3. Choose the Connection Type from the pull-down menu. This defines both the connection protocol and
encapsulation method used for your ADSL service. The available options are PPPoA VC-MUX, PPPoA
LLC and PPPoE LLC. If have not been provided specific information for the Connection Type setting,
leave the default setting.

4. Click Next to proceed to next page.

Connection Type: Bridge Mode
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Select Internet Connection Type (WAN) Setting Bridge Mode
Selectthe connection type to connect to your ISP. Click Next to continue Enterthe hridge information provided to your by your ISP. Click Next to
continue.
O Dynamic IP Address Choose this option to obtain a IP address
automatically from your ISP. WPl 0
(J Static IP Address Choose this option to set static IP el £
inforation provided to you hy your ISP.
() PPPOEIPPPOA Choose this option if your ISP uses (CEHI LD 1463 Bridged IP LLC b
PPPoE/PPPoA. (For most DSL users)
(=) Bridge Mode Choose this option if your ISP uses Bridge
¢ Mode. @ Ll
Back Next Exit
E AL
Back Next Exit
(& javascriptiuisavel) & Internst &]  Internet

1. In Bridge mode, the next page will prompt you to enter the VPI / VCI / Connection Type. Do not
change the VPI or VCI value unless you have been told to do so. These numbers are used to define a
unique path for your connection. If you have been given specific settings for this to configure, type in
the correct values assigned by your ISP.

2. For bridge mode Connection Type, the available encapsulation methods are 1483 Bridged IP LLC and
1483 Bridged IP VC-Mux. If you are unsure of the connection type, please ask your service provider.

3. Click Next to proceed to next page.

ﬁ If your service provider has instructed you to change the VPI or VCI
Note value for your ADSL connection, use the WAN menu to change these.

Finally you can confirm that the setup process is completed. If you are satisfied that you have entered all the
necessary information correctly, click the Restart button to save the new configuration settings and restart the
Router. If you need to change settings from a previous menu, click the Back button.



2 DSL-G604T - Microsoft Internet Explorer
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Setup Completed

The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the DSL-
GRO4T.

ERCH

Back Restart Exit

Do not turn the Router off while it is restarting. When it is finished rebooting, click Close to close the box and
continue to configure the Router as desired.

Configure WAN Connection

To configure the Router’s basic configuration settings without running the Setup Wizard, you can access the
menus used to configure WAN, LAN, DHCP and DNS settings directly from the Home directory. To access the
WAN Settings menu, click on the WAN link button on the left side of the first window that appears when you
successfully access the web manager.

The WAN Settings menu is also used to configure the Router for multiple virtual connections (Multiple PVCs).
The next chapter contains a section describing how to set up multiple PVCs on the Router.

WAN Settings Menu

Select the connection type used for your account. The menu will display settings that are appropriate for the
connection type you select. Follow the instruction below according to the type of connection you select in the
WAN Settings menu.



Dynamic IP Address for WAN

Follow the instructions below to configure the Router to use a Dynamic IP Address for the Internet connection.
Make sure you have all the necessary information before

you configure the WAN connection. Home
1. The ATM VC Settings at the top of the menu T
should not be changed unless you have been Wi a
instructed to change them. However, if you are Ve 3
instructed to change the VPI or VCI values, b Ensbind

type in the values assigned for your account.
Leave the PVC and Virtual Circuit settings at  eusse ssises na sporopiss ations o comttosour 56

their default (Pcv0 and Enabled) values for Doy P adass P v R ol 2 P s
now. These can be used later if you are Sl P ke v Tt sbulolP foralien proded Wy
. . . . . PRPOIEFFPOA Choose his option f your ISP uses PPPOEPPROA (For

conﬁgurmg multiple virtual circuits for your A g:;:;ﬁg;:;;;;uxmwmm A
ADSL service.

2. Under Dynamic [P section, choose the T
Connection Type from the pull-down menu. Cloned WAG Aderess 000000
For Dynamic IP mode connections the available [_Elone MAC Addss ]
encapsulation methods are 1483 Bridged IP A Enstied 8
LLC and 1483 Bridged IP VC-Mux.

3. Some ISP’s may require you to use the original i = -
computer that was originally registered for the sca e
Internet service. In this case, type in the MAC "
address of the computer that was used. To 9 © 0O

Apply Cancel  Help

obtain the MAC address of the computer, you
can do the following.

4,
For Windows XP/2000: Start — Run — cmd — OK
In the command prompt, type in ipconfig/all. The physical Address is the MAC address of the computer.

= Type the name of a program, folder, document, or
E Internet resource, and Windows will open it For you.

Open: |crd ~

I OF I[ Cancel ][ Browse. .. ]

For Windows ME: Start — Run — command — OK

In the command prompt, type in ipconfig/all. The physical Address is the MAC address of the computer.

5. If you have not been instructed to change the ATM settings at the bottom of the menu, leave these at the
default settings. If you have been given new settings to configure, select the Service Category and type
in the values for PCR and VCI in Kbps.



Static IP Address for WAN

When the Router is configured to use Static IP Lo
Address assignment for the WAN connection, you ol
must manually assign a global IP Address, Subnet - —
Mask and Gateway IP Address used for the WAN F—
connection. Most users will also configure DNS server

. . . . Virtual Circuit Enabled =
IP settings in the DNS Settings configuration menu
(see below). Follow the instruction below to configure
the Router tO use Stath IP Address ass1gnment fOI' the Please selecte the appropriate options to connect to your ISP
WAN connection.  Dynamic I Address Choose this option to obtain a IP address automatically
from your ISP.
@ Stalic IP Address Choose this option to set static IP inforation provided to you
by your ISP,
 PPPOEIPPPOA Choose this option if your ISP uses PPPoEPPPoA. (For
most DSL users)
€ Bridge Mode Choose this option if your ISP uses Bridge Mode.
Connection Type IFoA x
IP Address fooos
Subnet Mask
Gatewsay Address 139122 47 97

ARP Server Address n0ooo
Primary DNS Address 139175 565.224

Secondary DNS Address

NAT Enabled =
Senice Category ITR;'
PCR kbps
SCR I_ kbps
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WAN Settings - Static IP

6. Click to select the Static IP Address radio button listed in the WAN Settings options list. The menu
will change to offer a different set of configuration options.

Under the ATM VC Setting heading, do not change the PVC (Pvc0) index for the initial connection.
Also under the ATM VC Setting, you see two numbers, the VCI and VPI values. Do not change the
VPI or VCI value unless you have been told to do so. These numbers are used to define a unique path
for your connection. If you have been given specific settings for this to configure, type in the correct
values assigned by your ISP.

9. Set the Virtual Circuit setting to Enabled in the pull-down menu if it is not already enabled.

10. Select the Connection Type from the pull-down menu under the Static IP heading. Your ISP should
provide this information to you. The available options are IPOA, 1483 Bridged VC-Mux, 1483 Bridged
LLC,1483 Routed LLC, and 1483 Routed VC-Mux. If have not been provided specific information for
the Connection Type setting, leave the default setting.

11. Change the IP Address, Subnet Mask, Gateway Address and (if available) Secondary DNS Server
IP address as instructed by your ISP. Your ISP should have provided these IP settings to you.

12. Set NAT to Enabled unless you have been told to NAT must be Disabled for your account
13. When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To Save &
Reboot the Router, click on the Tools directory tab and then click the Admin menu button. In the Administrator
Settings menu, click the Reboot button under Force the DSL-G604T to system restart. The Router will save
the new settings and restart. Upon restarting the Router will automatically establish the WAN connection.



PPPoE and PPPoA Connection for WAN

Follow the instructions below to configure the Router to use a PPPoE or PPPoA for the Internet connection.

Make sure you have all the necessary information before you configure the WAN connection.

6.

10.

11.

12.
13.

14.

Click to select the PPPOE/PPPOA radio
button in the WAN Settings options list.
This is selected by default if you are
configuring the Router for the first time. If it
is not selected, click the PPPoE/PPPoA
radio button located under the WAN
Settings heading.

The ATM VC Settings at the top of the
menu should not be changed unless you
have been instructed to change them.
However, if you are instructed to change the
VPl or VCI values, type in the values
assigned for your account. Leave the PVC
and Virtual Circuit settings at their default
(Pcv0 and Enabled) values for now. These
can be used later if you are configuring
multiple virtual circuits for your ADSL
service.

Under the PPPOE/PPPOA heading, type the
User Name and Password used for your
ADSL account. A typical User Name will be
in the form user@isp.com.au, the Password
may be assigned to you by your ISP or you
may have selected it when you set up the
account with your ISP.

Choose the Connection Type from the pull-

LG Advanced  Tog Status Help
PV [Peci =]
WPl ID
ved B
Virtual Circuit Enabled »
Please selecte the appropriate options 1o connect to your ISP,
 Dynamic IP Address Choose this option to obtain a IP address automatically
from your ISP.
© Static IP Address Choose this option to set static IP inforation provided to you
by your ISP.

Choose this option if your ISP uses PPPoE/PPPoA. (For
most DSL users)
Choose this option if your ISP uses Bridge Mode.

& PPPOE/PPPOA

 Bridge Mode

Iusemame

User Name

W

Password
[Frreelc 3]
MR IW bytes
[Enebied =]

NAT [Enebied =]

Connection Type

Default Route

Service Category

IUBR =
PCR I kbps
l_

SCR kbps
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down menu located under the User Name
and Password entry fields. This defines both the connection protocol and encapsulation method used for
your ADSL service. The available options are PPPoA VC-MUX, PPP0oA LLC and PPPOE LLC. If have
not been provided specific information for the Connection Type setting, leave the default setting.

Leave the MRU value at the default setting (default = 1492) unless you have been instructed to change
this.

If you are instructed to use enable Default Route, this setting specifies that the Router be used to define
the default route to the Internet for your LAN. Whenever a computer on the LAN attempts to access the
Internet, the Router becomes the Internet gateway to the computer.

Set NAT to Enabled unless you have been told to NAT must be Disabled for your account.

If you have not been instructed to change the ATM settings at the bottom of the menu, leave these at the
default settings. If you have been given new settings to configure, select the Service Category and type
in the values for PCR and SCR in Kbps.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To Save &
Reboot the Router, click on the Tools directory tab and then click the Admin menu button. In the Administrator
Settings menu, click the Reboot button under Force the DSL-G604T to system restart. The Router will save
the new settings and restart. Upon restarting the Router will automatically establish a connection to the Internet.



Bridged Connection for WAN

. . . . Home Advanced Tools Status Help
For Bridged connections it will be
necessary for most users to install
additional software on any computer that ey [Pve =]
will the Router for Internet access. The Pl P
additional software is used for the purpose Vel F
of identifying and verifying your account, e Gl

and then granting Internet access to the
computer requesting the connection. The
connection software requires the user to
enter the User Name and Password for the

Please selecte the appropriate options to connect o your ISP

ISP account. This information is stored on € Dynamic IP Address ::house thilssgptiun to obtain a IP address automatically
. rom your ISP,
the computer, not in the Router. € Static IP Address hc;'ﬂﬂseg'és option to set static IP inforation provided to you
wour ISP,
. . lal Choose this option if your ISP uses PPPoE/PPPoA. (For
Follow the instructions below to configure FPPOEPRPoA most DSL users)
a Bridged connection for the WAN € Bridge Mode Choose this option if your ISP uses Bridge Mode.
interface.
Connection Type |1483 Bridged IP LLC j
Semice Category |UBR hod
PCR | Kkhps
SCR | Kkhps
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WAN Settings Menu — Bridge Mode

Click to select the Bridge Mode radio button in the WAN Settings options list. The menu will change
to offer a different set of configuration options.

Under the ATM VC Setting heading, do not change the PVVC (Pvc0) index for the initial connection.

Also under the ATM VC Setting, you see two numbers, the VCI and VPI values. Do not change the
VPI or VCI value unless you have been told to do so. These numbers are used to define a unique path
for your connection. If you have been given specific settings for this to configure, type in the correct
values assigned by your ISP.

Set the Virtual Circuit setting to Enabled in the pull-down menu if it is not already enabled.

Under Bridge Mode, choose the Connection Type from the pull-down menu. For bridge mode
connections the available encapsulation methods are 1483 Bridged IP LLC and 1483 Bridged IP
VC-Mux.

If you have not been instructed to change the ATM settings at the bottom of the menu, leave these at the
default settings. If you have been given new settings to configure, select the Service Category and type
in the values for PCR and SCR in Kbps.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To
Save & Reboot the Router, click on the Tools directory tab and then click the Admin menu button. In
the Administrator Settings menu, click the Reboot button under Force the DSL-G604T to system
restart. The Router will save the new settings and restart. Upon restarting the Router will automatically
establish the WAN connection.



LAN IP Settings

You can configure the LAN IP address to suit your preference. Many users will find it convenient to use the
default settings together with DHCP service to manage the IP settings for their private network. The IP address
of the Router is the base address used for DHCP. In order to use the Router for DHCP on your LAN, the IP
address pool used for DHCP must be compatible with the IP address of the Router. The IP addresses available in
the DHCP IP address pool will change automatically if you change the IP address of the Router. See the next
section for information on DHCP setup.

To access the LAN Settings menu, click the LAN button in the Home directory.

Home Advunced Tools Status

These are the IP settings of the LAM interface for the DSEL-GE04T. These setting may be referred to
as Private settings. You may change the LAN IP address if needed.

IP Address [192.168.1 1

Subnet Mask 255 255 2550
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Configure LAN IP settings

To change the LAN IP Address or LAN Network Mask, type in the desired values and click the Apply button.
Your web browser should automatically be redirected to the new IP address.



DHCP Server Settings for the LAN

The DHCP server is enabled by Home Advanced Tools Status Help
default for the Router’s Ethernet

LAN interface. DHCP service
will supply IP settings to

computers conﬁgured to The device can be setup as a DHCP Server to distribute IP addresses to the LAM network.
automatically obtain IP settings
that are connected to the Router o Choose this option. The IP address must be manually assigned at
though the Ethernet pOI‘t When Mo DHCP each device connected to DSL-GEO4T.
the Router is used for DHCP it @ DHCP Server Choose this option to setup as a DHCP server to distribute IP
3 addresses to the LAN netwark.
becomes the default gateway for
DHCP client connected to it O DHGP Relay Choose this option to setup as a DHCF Relay to relay DHCP

. . . requestto the target DHCP server.
Keep in mind that if you change

the IP address of the Router, you
must change the range of IP
addresses in the pool used for Starting IP Address 18216811
DHCP on the LAN.

To display the DHCP Server
menu, click the DHCP button in Lease Time: 3600 |Seconds
the Home directory. Active _
DHCP Clients appear listed in @ J o
the DHCP Client List below the Apply Cancel Help
configuration menu. Information
about DHCP clients includes the
IP address, MAC address, host
name and lease time are
displayed in the list.

Ending IP Address 192.168.1.254

Murmber IP Address MAC Address
1 192.168.1.2 00:0c:Ge:7h:71:df

Configure DHCP server settings for the LAN
The three options for DHCP service are as follows:
=  You may use the Router as a DHCP server for your LAN.
=  You can disable DHCP service and manually configure IP settings for workstations.
=  Youuse DHCP service provided by your ISP.

Follow the instructions below according to which of the above DHCP options you want to use. When you have
configured the DHCP Settings as you want them, click the Apply button to commit the new settings. The new
DHCP settings must be saved and the Router must be restarted for the settings to go into effect. To Save &
Reboot the Router, click on the Tools directory tab and then click the Admin menu button. In the Administrator
Settings menu, click he Save & Reboot button.

Use the Router for DHCP

To use the built-in DHCP server, click to select the DHCP Server option if it is not already selected. The IP
Address Pool settings can be adjusted. The Starting IP Address is the lowest available IP address (default =
192.168.1.2). If you change the IP address of the Router this will change automatically to be 1 more that the IP
address of the Router. The Ending IP Address is the highest IP address number in the pool. Type in the Lease
Time in the entry field provided. This is the amount of time in seconds that a workstation is allowed to reserve
an IP address in the pool if the workstation is disconnected from the network or powered off.

Disable the DHCP Server
To disable DHCP, click to select the No DHCP option and click on the Apply button.
DHCP Relay

To use DHCP service from your ISP, select the DHCP Relay option and type the DHCP Relay IP address in
the space provided. Click Apply to begin DHCP relay from the ISP.



DNS Server Settings

The Router can be configured to relay DNS from your ISP or another available service to workstations on your
LAN. When using DNS relay, the Router will accept DNS requests from hosts on the LAN and forward them to
the ISP (or alternative) DNS servers. DNS relay can use auto discovery or the DNS IP address can be manually
entered by the user. Alternatively, you may also disable the DNS relay and configure hosts on your LAN to use
DNS servers directly. Most users who are using the Router for DHCP service on the LAN and are using DNS
servers on the ISP’s network. Leave DNS relay enabled (either auto discovery of user configured), unless
specified by your ISP.

Advanced

Home g Tools _S:t;:ttus

The DMS Configuration allows the user to set the configuration of DMES relay.

DM Relay Selection ze Auto Discovered DMS Server Onky j

User Configuration:

Preferred DMNS Server |1 3917565224

Alternate DNS Server |
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Configure DNS Settings

In the DNS Relay Selection pull-down menu, choose to Use Auto Discovery, Use User Configured or Disable
DNS relay.

If you have not been given specific DNS server IP addresses or if the Router is not pre-configured with DNS
server information, select the Auto Discover option for DNS relay. Auto discovery DNS instructs the Router to
automatically obtain the DNS IP address from the ISP through DHCP. If your WAN connection uses a Static IP
address, auto discovery for DNS cannot be used.

If you have DNS IP addresses provided by your ISP, enter these IP addresses in the available entry fields for the
Preferred DNS Server and the Alternative DNS Server.

If you choose to disable DNS relay, it will be necessary to configure DNS settings for hosts on the LAN since
they will not be depending on the Router to forward the DNS requests.

When you have configured the DNS settings as desired, click the Apply button.



Basic Wireless LAN Setup

The two essential settings for wireless LAN operation are the SSID and Channel Number. The SSID (Service Set
Identifier) is used to identify a group of wireless LAN components. To enable or disable the wireless interface,
configure a new SSID or change the broadcast channel, click on the Wireless Setup link to view the menu
displayed below. For instructions on setting up wireless security, please read the next chapter.

These are the wireless settings for the AP{Access Point) Portion.

Home Advanced Tools Status Help

¥ Enable &P
S51D: IGEEI#T_WIRELESB
Channel: ﬂ
Security: @ None © WEP © WPA
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Configure Basic Wireless LAN settings

Configure Basic Wireless Settings

Follow the instructions below to change basic wireless settings.

1.

To disable the wireless interface: click in the Enable AP check box to remove the check mark and
click the Apply button. This will immediately disable the wireless access point, it is not necessary to
restart the access point to make this change.

If the wireless interface has been disabled: click the Enable AP check box to place a check mark in
it. Click the Apply button. It is not necessary to restart the access point unless you have also changed
the channel or SSID.

The SSID can be changed to suit your wireless network. Remember that any wireless device using the
access point must have the same SSID and use the same channel. The SSID can be a continuous
character string (i.e. no spaces) of up to 16 characters in length. To disable SSID sharing, use the
Advanced Wireless Setup menu (see next chapter). Click the Apply button to save any change to the
SSID.

The Channel: may be changed to channels that are available in your region. Channels available for
wireless LAN communication are subject to regional and national regulation. Click the Apply button to
save any change to the Channel.

ﬁ If you are looking for information on how to configure wireless security
Note settings, please read Wireless Security in the following chapter.



A

Advanced Router Management

This chapter introduces and describes the management features that have not been presented in the previous
chapter. These include the more advanced features used for network management and security as well as
administrative tools to manage the Router, view statistics and other information used to examine performance
and for troubleshooting.

Use your mouse to click the directory tabs and menu buttons in order to display the various configuration and
read-only menus discussed below. The table below summarizes again the directories and menus available in the
management web interface. In this chapter you will find descriptions for the menus located in the Advanced,
Tools and Status directories.

Directory Configuration and Read-only Menus

Click the Home tab to access the Setup Wizard, Wireless LAN Configuration,
WAN Configuration, LAN IP Configuration, DHCP for the LAN Setup and
DNS IP Configuration menus. These menus are discussed in the previous
Chapter on Basic Router Configuration.

Home

Click the Advanced tab to access the UPnP, Virtual Server, IP Filters, IP
Advanced Routing, DMZ, Firewall, RIP, PPP, ADSL, ATM VCC, Wireless Performance
and Wireless Management menus.

Click the Tools tab to access the Administrator Settings, System Time
Tools Configuration, System Settings (load and save configuration files), Firmware
Upgrade and Diagnostic Test menus.

Click the Status tab to view the Device Information, Event Log, Traffic

Status Statistics and ADSL Status information windows.

The Help menu presents links to pages that explain various functions and

Help services provided by the Router.




Port Forwarding

Use the Port Forwarding menu to create Virtual Server functions through the Router. A Virtual Server can allow
remote users to access services on your LAN such as FTP for file transfers or SMTP and POP3 for e-mail. The
DSL-G604T will accept remote requests for these services at your Global IP Address, using the specified TCP or
UDP protocol and port number, and then redirect these requests to the server on your LAN with the Private IP
address you specify. Remember that the Private IP Address must be within the range specified for your LAN.

The Virtual Server feature employs UDP/TCP port redirection to direct traffic through the WAN port to
specified servers on your private network. Port redirection can also be used to direct potentially hazardous
packets to a proxy server outside your firewall. For example, you can configure the Router to direct HTTP
packets to a designated HTTP server in the DMZ. You can define a set of instructions for a specific incoming
port or for a range of incoming ports. Each instruction set or rule is indexed and can be modified or deleted later
as needed.

Virtual server configuration sets can be used together with complimentary features such as Firewall Rules, DMZ
devices and IP Filters to improve efficiency and security. Consider how these other functions will effect the
virtual server sets you have configured and enabled.

The table below describes the configuration settings presented in the Virtual Server menu.

Wirtual Serveris used to allow Internet users access to LAM services.

Rule Namel

Private IP |

Protocal |TCP "I
Pon Start | Faort Endl
|_
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D Private IP Protocol Port Start Port End Port Map
1 10.20.210.21 TCP 20 1 1038 J i}

Figure 4- 1. Virtual Server Menu and List

To modify virtual server settings for any previously created virtual server set listed, click on the note pad icon in
the right hand column of the Virtual Servers List for the set you want to configure. The set will appear
highlighted in the list and the parameters that have been configured appear in the settings fields above the list.
Adjust the settings as desired and click the Apply button to put them into effect.



To configure a virtual server set, define the following settings in the Virtual Server configuration menu located
in the top half of the browser window.

Parameter

Description

Rule Name

Provide a name for the rule. This name will not appear in the list below,
however it may be useful if you later need to edit the settings for the rule.
Rule names are optional.

Private IP

This is the IP address of the server on your LAN that will provide the service
to remote users. The Private IP address is used to direct the service to a
specific computer on your private network such as an FTP, Email or public
web server. Type in the IP address of the server used for the service being
configured here.

Protocol

You can select the transport protocol (TCP or UDP) that the application on
the virtual server will use for its connections. Select one of the following
options from the pull-down menu to define a TCP, UDP or Both. The choice of
this protocol is dependent on the application that is providing the service. If
you do not know which protocol to choose, check your application’s
documentation.

Port Start/Port End

Configure a range of ports for forwarding. Type the lowest numbered port in
the range in the Port Start space. Type the highest numbered port in the Port
End space. For a single port, just enter the same number in both spaces.

Virtual server port redirection must be used with a specified server or
computer on the LAN (identified by the Private IP address).

Port Map

This is the local port being forwarded to from the Port Start/Port End port(s).
Keep in mind that if you use a non-standard port number for an application
with a reserved UDP/TCP port, some additional configuration may be
required for the servers or workstations using the application on the LAN side.

Click the Apply button to put the new virtual server configuration set or modification into effect. Any server sets
configured in the menu will appear in the Virtual Server List with the new settings. The Router must save the
new settings and reboot before the new virtual server configurations are applied.

To remove any configuration set from the Virtual Server List, click on the trashcan icon for set you want to

delete.
Some applications require multiple TCP or UDP ports to function properly.
Applications such as Internet gaming, video conferencing, and Internet telephony
are some examples of applications that often require multiple connections. These
Note applications often conflict with NAT, and therefore require special handling. See the

discussion of DMZ configuration below.




Filters

Filter rules in the Router are put in place to allow or block specified traffic. The Filter Rules however can be
used in a single direction to examine and then Allow or Deny traffic for Inbound (WAN to LAN) or Outbound
(LAN to WAN) routed data. The rules based on IP address and TCP/UDP port.

Configure the filter rules as desired and click the Apply button to create the rule. The newly created rule appears
listed in the Outbound Filter List at the bottom of the menu. The table below describes the various parameters
that are configured for the filter rules.

Filters are used to allow or derry LAMN or WAMN users from accessing the internet or internal
Metwork.

& Outhound Filter € Inbound Filter

Filters are used to allow or derny LAM users from accessing the internet.

Source IP | o | |Any P j
Destination IP | - | |Any P j
Source Port | = | |Any Fart j

Destination Por | ~| [AnyPort =]

Protacol TCFP -

Action Im
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D Source IP Destination IP Prot.  Act. Enable
1 10.10.210.21:21 vy IP:Any Port UDP  Allow [ 4@
2 10,2020 22:21 Anvy IP:Any Port uoP allew I d®

Figure 4- 2. Filters Configuration Menu

To modify any previously created filter rule, click on the note pad icon in the right hand column of the Filter List
for the set you want to configure. Adjust the settings as desired and click the Apply button to put the new
settings into effect.

First determine the direction of the traffic you want the rule to filter. To filter WAN to LAN traffic, select the
Inbound Filter option. Any new Inbound Filter rules created will appear in the list. Likewise, should you to
filter LAN to WAN traffic, create an Outbound Filter rule.



The parameters described below are used to set up filter rules.

Parameter Description
For an Outbound Filter, this is the IP address or IP addresses on your LAN for
which you are creating the filter rule. For an Inbound Filter, this is the IP
address or IP addresses for which you are creating the filter rule. You can opt
Source IP to indicate a Mask Range, a Single IP, an IP Range or Any IP from the pull-

down menu. Choosing Any IP will apply the rule to all WAN or all LAN IP
addresses depending on which type of rule (Inbound or Outbound) is being
configured.

Destination IP

Where the Destination IP address resides also depends on if you are
configuring an Inbound or Outbound filter rule. You can opt to indicate a Mask
Range, a Single IP, an IP Range or Any IP from the pull-down menu.

Source Port

The Source Port is the TCP/UDP port on either the LAN or WAN depending
on if you are configuring an Outbound or Inbound Filter rule. Select one of the
following options from the pull-down menu to define a Any Port, Single Port,
Port Range or Safe Range (ports above 1024).

Destination Port

The Destination Port is the TCP/UDP port on either the LAN or WAN
depending on if you are configuring an Outbound or Inbound Filter rule.
Select one of the following options from the pull-down menu to define a Any
Port, Single Port, Port Range or Safe Range (ports above 1024).

Select the transport protocol (TCP, UDP or All) that will be used for the filter

Protocol rule.
Select to Allow or Deny transport of the data packets according to the criteria
Action defined in the rule. Packets that are allowed are routed to their destination;

packets that are denied are blocked.

Click the Apply button to put the new rule into effect. Any filter rule configured in the menu will appear in the
Filters List with the new settings. The Router must save the new settings and reboot before the new rules are

applied.




DMZ

Since some applications are not compatible with NAT, the Router supports use of a DMZ IP address for a single
host on the LAN. This IP address is not protected by NAT and will therefore be visible to agents on the Internet
with the right type of software. Keep in mind that any client PC in the DMZ will be exposed to various types of
security risks. If you use the DMZ, take measures (such as client-based virus protection) to protect the remaining
client PCs on your LAN from possible contamination through the DMZ.

DMZ (Demilitarized Zone) is used to allow a single computer on the LAM to be exposed to the
Internet.

" Enabled * Disabled

IF Address: |
9 90O
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Figure 4- 3. DMZ IP address configuration

To designate a DMZ IP address, type in the IP Address of the server or device on your LAN, select the Enabled
radio button and click the Apply button. To remove DMZ status from the designated IP address, select the
Disabled radio button and click Apply. It will be necessary to save the settings and reboot the Router before the
DMZ is activated.



Firewall

The Firewall Configuration menu
allows the Router to enforce
specific ~ predefined  policies
intended to protect against certain
common types of attacks. There
are two general types of
protection (DoS and Port Scan)
that can be enabled on the Router,
as well as filtering for specific

packet types sometimes used by
hackers. Fort Scan attacks can be checked based on your specific need

DoS attacks can be checked based on your specific need.
State: & Enabled Disabled

¥ SYM Flooding checking

¥ ICWP Redirection checking

You can choose to Enable or State: @ Enabled  © Disabled
Disable protection against a

. ¥ MNMAP FINMURGIPSH attack
customized basket of attack and

scan types. To enable DoS 52 Xmas Trew sfack
Protection or Port Scan ' Mull Sean attack
Protection, select the Enable ¥ SYNRST aftack

radio button for the protection Bl SYRFIN sliack
type and click in the selection
boxes for the various types of
protection listed under each.

The following services can be blocked based on vour specific need.

¥ Ping from External Metwork

<

Telnet from External Metwark

<

FTP from External Metwork

DME from External Metwork

CUY

IKE from External Network

<

RIP from External Network

DHCF from External Metwark

<

9 Q0O
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Figure 4- 4. Firewall Configuration Menu

When DoS, Port Scan, or Service Filtering Protection is enabled, it will create a firewall policy to protect your
network against the following:

Dos Protection Port Scan Protection Service Filtering

SYN Flood check

ICMP Redirection check

Nmap/FIN attack
URG/PSH attack
Xmas Tree Scan
Null Scan attack
SYN/RST attack
SYN/FIN Scan

Ping from WAN
Telnet from WAN
FTP from WAN
DNS from WAN
IKE from WAN
RIP from WAN
DHCP from WAN



A DoS "denial-of-service" attack is characterized by an explicit attempt by attackers to prevent legitimate users
of a service from using that service. Examples include: attempts to "flood" a network, thereby preventing
legitimate network traffic, attempts to disrupt connections between two machines, thereby preventing access to a
service, attempts to prevent a particular individual from accessing a service, or, attempts to disrupt service to a
specific system or person.

Port scan protection is designed to block attempts to discover vulnerable ports or services that might be exploited
in an attack from the WAN.

The Service Filtering options allow you to block FTP, Telnet response, Pings, etc, from the external network.
Check the category you want to block to enable filtering of that type of packet.

When you have selected the desired Firewall policies, click the Apply button to enforce the policies. Remember
to save any configuration changes.

Static Routing

Use Static Routing to specify a route used for data traffic within your Ethernet LAN or to route data on the
WAN. This is used to specify that all packets destined for a particular network or subnet use a predetermined
gateway.

IP Routes are used to define gatewways and hops used to route data traffic. Most users will not
need to use this feature as the previous gateway and LAN IP settings on your host computers
should be sufficient.

Destination I

Netmask |255 255 285 0

= Gateway I

o Cunnectinnl 'l
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D Destination Hetmask Gateway Interface

1 139.000 255000 P m
2 133000 26525500 139122 47 87 i}
3 192.168.201 255,255 2550 P2 i}

Figure 4-5. Static Routing menu

To add a static route to a specific destination IP on the local network, enter a Destination IP address, Netmask,
click the Gateway radio button and type in the Gateway’s IP address. Click Apply to enter the new static route
in the table below. The route becomes active immediately upon creation.

To add a static route to a specific destination IP on the WAN, click the Connection radio button and choose a
connection from the pull-down menu, then enter a Destination IP address and Netmask. Click Apply to enter
the new static route in the table below. The route becomes active immediately upon creation

To remove a static route from the table in the bottom half of the window, choose to Delete it from the table and
click the Apply button. Remember to save the configuration changes.



Dynamic Routing (RIP)

The Router supports RIP v1 and RIP v2 used to share routing tables with other Layer 3 routing devices on your
local network or remote LAN.

RIF is an Internet protacol you can set up to share routing table inforrmation with other routing
devices on your LAM, at your I1SP's location, or on remote networks connected to your netwark
wia the ADSL line.

RIP |Di5ab|ed "I
Protocol | j Directinnl 'I

9 OO
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Figure 4- 6. RIP menu

To enable RIP, select Enabled from the RIP pull-down menu, select the Protocol (RIPv1, RIPv2 and RIPv1
Compatible) and Direction (In, Out, or Both), and click Apply.

The RIPv1 Compatible option will respond to or send RIP requests compatible with both RIP v1 and RIP v2.

The direction configuration refers to the RIP request. Select In to allow RIP requests from other devices. Select
Out to instruct the Router to make RIP requests for routing tables from other devices. Select Both to share
routing tables in both directions.



ATM VC

The ATM Virtual Circuit connection menu is used to configure the WAN connection. If you are using multiple
PVCs, you can change the configuration of any PVC in this menu. To create new or additional PVCs, read the
section below on Multiple PVCs.

This menu can be used as an alternative menu to configure the same settings found on the WAN menu in the
Home directory.

PV PvCO

WP |E|
Wl |35

Wirtual Circuit Enabled =

VAN Setting |PPPoE/PPPoA =]

Lger Mame W
Password
Connection Type IWLCL'
MR W bytes
Default Route Im

NAT [Enabled =]

T

2 © 0O
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ATM WCs List

D P WPl WiCI Connection Type Wirtual Circuit

1 FVCO 0 35 FPPFoEFPFoA Enabled _‘;
2 PV 2 46 Static IP Address Enabled

3 P2 45 12 Bridge Mode Enabled

Figure 4- 7. ATM Virtual Circuit configuration menu

To configure an existing PVC configuration set, click the corresponding notepad icon in the right-hand column
of the ATM VCs List. The PVCs current settings appear above in the entry fields of the ATM VC Settings menu.
Configure the appropriate settings and click the Apply button to put the new settings into effect.



Advanced Wireless LAN Configuration

The menus used to configure Wireless LAN settings available in the Advanced directory inclued the Wrieless
Performance and Wireless Management menus. Wireless security settings are configured using the Wireless
Settings menu located in the Home directory. The wireless performance, management and security features are
described below.

Wireless Performance

If you want to tweek wireless settings, click the Wireless Performance menu button in the Advanced directory.

It is recommended for most users to use the default Wireless LAN Performance
@ settings. Any changes made to these settings may adversely affect your wireless
Note network. Under certain circumstances, changes may benefit performance. Carefully

consider and evaluate any changes to these wireless settings.

| Home BN BB Tools Status Help

These are the Wireless Performance feature for the AP{Access Point) portion.

Beacan interval: 200 (msec, range:1~1000,default 200)
DTIM: 2 (range:1 ~25 default 2)

Hidden 5510 [JEnabled

Antenna transmit power: |w:|

Domain: ETsI

RTS Threshald: 4096 |

Frag Threshaold: 4096 i

big Mode: “Mi}{ed v]
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Figure 4- 8. Wireless LAN Performance settings



Wireless Security

The wireless LAN interface of the DSL-G604T has various security features used to limit access to the device or
to encrypt data and shared information. The available standardized security for wireless LAN includes WEP,
802.1x, WPA and WPA-PSK Wireless security is configured with the Wireless Settings menu located in the
Home directory.

The wireless access point is not enabled by default. It may be enabled using the Setup Wizard as previously
described, or use the Wireless Settings menu. To enable the wireless access point, click the Enable AP option so
that a check mark appears in the box. Click the Apply button to begin wireless operation. To disable the access
point, deselect the Enable AP option and click the Apply button.

Configure Security Protocols

In the Wireless Settings menu, select the type of security you want to configure. The menu will change to present
the settings specific to the method being configured.

Home Advanced Tools Status Help

These are the wireless settings for the AP(Access Pointy Portion.

[#lEnable AP

SSID: [G604T_WIRELESS |

Channel; [6 v

Security; O Mone @ weEP O wiPa

[CIEnahle WEP Wireless Security

Authentication Type: | Open )

Select Encryption Key Cipher
® | | (54t ]
© | | [54bits_|v]
o i | B4 bits ]
o) ! | lgabits |

Enter 10, 26, 52 hexadecimal digits for 64, 128, or 256 hit Encryption Keys respectively. e.g.,

AAMAAMAAMA for 3 key lenagth of 64 bits.
2 OO0

Apply Cancel Help

Figure 4- 9. Configure WEP Wireless Security



SSID and Channel

The SSID used for your wireless network can be any character string up to 16 characters in length. Type the
desired SSID in the space provided, select the channel you want to use from the drop-down Channel menu and
click on the Apply button to begin operation with the new SSID and channel.

Disable SSID Broadcast

By default the access point will broadcast the SSID that has been configured. This can be disabled by selecting
the Disabled radio button listed to the right of SSID Broadcasting and clicking on the Apply button. This
change goes into effect immediately. When SSID broadcasting is disabled, each wireless station or access point
that associates with the DSL-G604T must have the SSID setting configured. Wireless nodes will not be able to
discover the SSID.

If SSID has been disabled, it can be enabled in the same Wireless Settings menu. The change is effective as soon
as it is applied.

WEP Encryption

WEP (Wireless Encryption Protocol or Wired Equivalent Privacy) encryption can be enabled for security and
privacy. WEP encrypts the data portion of each frame transmitted from the wireless adapter using one of the
predefined keys. Decryption of the data contained in each packet can only be done if the both the receiver and
transmitter have the correct key.

WEP can use different methods of Authentication. Use the Authentication Type: drop-down menu to choose
Open or Shared.

e Select Open to allow any wireless station to associate with the access point.

e Select Shared to only allow stations using a shared key encryption to associate with it. Shared key
requires additional configuration of the keys to be used. Follow the instructions below to configure the
Shared Keys.
WEP is disabled by default. To enable WEP, select the Enable option. Configure the Encryption Keys as
desired and click the Apply button. The encryption key setup is described below.

Setup Encryption Keys

WEP Keys are available in Hexadecimal format. Hexadecimal digits are defined as the numerical digits 0 — 9
and the letters A — F (upper and lower case are recognized as the same digit). The length of the key depends on
the level of encryption used.

Select the Key Length from the drop-down menu. The available key lengths are 64, 128 or 256-bit encryption.
The length of the character string used of the keys depends on the level (Key Length) of encryption selected.
Only one key can be active. The active key is selected by clicking the radio button for the key you want to use.

Click the Apply button when you have configured WEP as desired to put the changes into effect.



Configure WPA Settings

WPA security for wireless communication has been developed to overcome some of the shortcomings of WEP.
WPA combines the key generation of WEP with the authentication services of a RADIUS (802.1x) server.

Home Advanced Tools : Status Help

Wireless Settings
These are the wireless settings far the AP{Access Poinf) Partion.

[#Enable &P

S5I0: iGEDatT_'u"\fIRELESS
Channel; I_G v
Security: O Hone OWER & wipa

Group Key Interval: |60

Mote: Group Key Interval is shared by all WPA options.

® 802.1x% Server IP Address: | |
Port ez
Secret: | |
O PSK Hex Hex: |
) PEK String String: | |

9 9

Apply Cancel Help

Figure 4- 10. Configure WPA Security for WLAN

To configure WPA settings, select the WPA option. The menu will change to offer the appropriate settings.
Type in the IP address of the RADIUS server used in the Server IP Address field. Change the Port: if
necessary, type in the password in the Secret field and change the Group Key Interval as desired. Click the
Apply button to put the changes into effect.



Configure WPA-PSK Settings

WPA-PSK requires a shared key and does not use a separate server for authentication. PSK keys can be ASCII
or Hex type.

Home Advanced Tools Status Help .

These are the wireless settings for the AP{Access Painty Portian.

¥ Enahle AP

S5ID: !GED4T_WIRELESS

Channel: Iﬁ Vl
Security: O Mone OWEP EwPA

Group Key Interval:!ED

Mote: Group Key Interval is shared by all WPA aptions.

Canzix Server IP Address:

Port: [z ]
Secret: |—|
O PSK Hex Hex: 1
@) PSK String String: [newsharedkey |

9 OO0
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Figure 4- 11. Configure WPA-PSK Security for WLAN

To configure WPA settings, select the WPA-PSK option. The menu will change to offer the appropriate settings.
Type in the IP address of the RADIUS server used in the Server IP Address field. Change the Group Key
Interval as desired. Select either PSK Hex or PSK String key and type the key in the space provided. Click the
Apply button to put the changes into effect.



Wireless Management (MAC Access and Multiple SSID)

The Wireless Management menu located in the Advanced directory is used to control MAC address access to
the wireless access point and to view a list of MAC addresses that are currently associated with the access point.
This menu is also be used to enable and configure use of multiple SSIDs. To use more than one SSID, WEP and
WPA security must first be disabled (see below).

 access List € Associated Stations  Multiple 331D

Access List
¥ Enable Access List

& allow © Ban

Mac Address: Add

Delete Mac Address
C 00-0¢c-3d-93-86-6d
C 00-0f 3f18-86-9a

9 Q0
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Figure 4- 12. Wireless Management Access List

To view a list of stations currently associated with the access point, click the Associated Stations radio button.

Configure Wireless Access Control
To create a list of MAC addresses that are banned or allowed association with the wireless access point:

1. Click in the Enable Access List option box to select it.

2. Select the action to perform on the MAC address to be specified. Choose to Allow or Ban association.
3. Type in the MAC Address in the entry field provided.
4

Click the Add button to add the MAC address to the list. The AMC address will appear listed in the
table below.

5. After compiling the list of MAC addresses as desired, click the Apply button to enforce access control
for the MAC addresses in the list.

To remove any MAC address from the list, click the radio button in the left column of the list for the MAC
address to be removed and click the Apply button.



Configure Multiple SSID

Multiple SSID cannot be used if the access point has either WPE or WPA enabled. This must first be disabled in
the Wireless menu located in the Home directory.

" Access List " Associated Stations & Multiple SSID

Multiple SSID

¥ Enable Multiple SS10

SsID: | Add
Delete kKey S5ID

T 1 WLAMN-A1

c 2 WLAN-B2
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Figure 4- 13. Wireless Management - Multiple SSID

To configure multiple SSID:
1. Disable WEP or WPA in the Wireless menu of the Home directory.
2. Click in the Enable Multiple SSID option box to select it.
3. Enter the SSID you want to add.
4. Click the Add button to add the SSID to the list.
5. Click the Apply button to enable the listed SSIDs.

To remove an SSID from the list, click the radio button in the left column of the list for the SSID to be removed
and click the Apply button.



Tools and Utilities

Click the Tools tab to reveal the menu buttons for various functions located in this directory. These menus are
used to change the system password used to access the web manager, to save or load Router configuration
settings, upgrade the device firmware, save current configuration settings, restore default settings, and to perform
miscellaneous actions such performing Ping tests. These menus are described below.

Change System Password

To change the password used to access the Router web manager, click the Admin button in the Tools directory
to display the Administrator Settings menu. Under the Administrator heading, type the New Password and
Confirm Password to be certain you have typed it correctly. Click the Apply button to activate the new
password. The System User Name (Login Name) remains “admin”, this cannot be changed using the web
manager interface. Be sure to save the new setting (see below).

There is only one account that can access the DSL-GB04T's Web-Management interface.

Administrator (The Login Mame is "admin™)

Mew Password |

Confirm Passward |

State " Enabled & Dizabled
IP Address |
Metmask |
State " Enabled & Dizabled
IP Address |
Metmask |
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Figure 4- 14. Administrator Settings Menu

Enable Remote Web Management and Telnet Access

The Administrator Settings menu (see above) is also used to enable remote Telnet management and remote web
management access to the Router. To enable remote management of the Router, select the Enabled radio button
for either Remote Web or Remote Telnet Management and type the IP Address and Netmask of the remote
network or system used for management. Click the Apply button to activate remote management from the
chosen IP address. Be sure to save the new setting (see below).



Time & Date

The Router provides a number of options to maintain current date and time including SNTP.

Setthe DSL-GEO4T systemn time.

Local Time  9/8/2002 12:51:14

Synchronize the modern's clock with:

® Automatic (Simple Metwork Time Protocol)

@] Your computer's clock

@] Manual (Enter your own settings)

Tirme Zone: (GMT-08:00) Pacific Time (US Canada) v
Draylight Saving: O Enabled ® Disabled

MTF Server Address: tirme. nist. gov

9 ©0
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Figure 4- 15. Time & Date Configuration

To configure system time on the Router, select the method used to maintain time. The options available include
SNTP, using your computer’s system clock (default) or set the time and date manually. If you opt to use SNTP,
you must enter the SNTP server URL or IP address. Click the Apply button to set the system time.



Save Configuration File to PC

Once you have configured the Router to your satisfaction, it is a good idea to back up the configuration file to
your computer. Use the System Setting menu to save the existing configuration file to the hard drive of the
system you are using to access the web manager. To save the system configuration file to your computer, click
the Save button. You will be prompted to select a location on your computer to put the file. The file type is .cfg
and may be named anything you wish.

Load Saved Configuration Files

To load a previously saved configuration file, click the Browse button and locate the file on your computer. Or
type the full path and file name of the .cfg file in the space provided. Click the Load button to begin transferring
and loading the .cfg file to the Router. Confirm that you want to load the file when prompted and the process is
completed automatically. The Router will reboot and begin operating with the configuration settings that have
just been loaded.

The current system settings can be saved as afile onto the local hard drive.

Save Settings To Local Hard Drive

Sawe |

Load Settings From Local Hard Drive
| Browse... |

Load |

Mote: The system has to be restarted after the configuration is restored.

Restore To Factory Default Settings

Festore |

Help

Figure 4- 16. System Settings

Restore Factory Default Settings

To reset the Router to its factory default settings, click the Restore button. You will be prompted to confirm
your decision to reset the Router. The Router will reboot with the factory default settings including IP settings.



Firmware Upgrade

Performing a Firmware Upgrade can sometimes change the configuration
settings. Be sure to back-up the Router’s configuration settings before upgrading
Note the firmware.

Use the Firmware Upgrade menu to load the latest firmware for the device. Note that the device configuration
settings may return to the factory default settings, so make sure you save the configuration settings with the
System Settings menu described above.

There may be newy firrmware for vour DSL-GEO4T o improve functionality and perdormance. To
upgrade the firmmware locate the upgrade file on the local hard drive with the Browse hutton . Once
you have found the file to be used,click the Apply hutton below to star the firrmaare upgrade.

Current Firmweare Version @ ¥1.00B802T02.US.20040902

Browse... |

Mate: The systemn has to be restarted atter the firrmware upgrade.
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Figure 4- 17. Firmware Upgrade

To upgrade firmware, type in the name and path of the file or click on the Browse button to search for the file.
Click the Apply button to begin copying the file. The file will load and restart the Router automatically.



Misc. Settings

There are additional tools and features of the DSL-GE04T

Ping IP Address |[132165.11 Fing |
Ping Result :
IGMP Proxy & Disabled " Enabled

Force the DSL-GG04T to system restart.

Rebuutl
9 90

Apply Cancel Help

Figure 4- 18. Miscellaneous Configuration menu

Other functions available in Miscellaneous Configuration menu are a Ping test and IGMP enable/disable.

Ping Test

The Ping test functions on the WAN and LAN interfaces. Type the IP address you want to check in the space
provided and click the Ping button. Read the Ping test result in the space immediately below.

IGMP

This is Disabled by default. This setting will not allow IGMP (Internet Group Management Protocol) packets to
be forwarded to the LAN. IGMP is used to manage multicasting on TCP/IP networks, most users will not need
to enable this. Some ISPs use IGMP to perform remote configuration for client devices, such as the Router. If
you are unsure, check with your ISP. To enable IGMP service to the LAN interface, select Enabled and click the
Apply button.

Save Router Configuration Settings

When you have completed configuration of the Router, make sure you save the current configuration settings to
flash memory or risk losing the settings. To save the current configuration settings, click the Misc. menu button
to view the Miscellaneous Configuration menu and click the Save and Reboot button. The current settings will
be saved to NV-RAM and the system will restart. Do not turn off the Router during this process. It should take
about two minutes to complete. After restarting, it is a good idea to backup the Router configuration file to your
computer. See the instructions below to save configuration files to your PC.



Diagnostic Test

This section provides connection information based on the Virtual Circuit that is selected. To view other Virtual
Circuits, select from the drop down menu.

The diagnostics feature executes a series oftest of your system software and hardware
cannections. Use the feature when warking with your ISP to troubleshoot problems.

“irtual Circuits ;| Pvel

This Page is used for performing diagnostics on the system.

Testing Connectivity to modem

Testing Ethernet LAMN connection PASS
Testing ADSL Connection
Testing ADSL Synchronization PASS
' Testing Network Connection
[Testing ATh OAN segment ping SKIPPED
Testing AT OAM end to end ping SKIPPED
Testing Internet Connectivity
Fing Primary Domain MNames Server SKIPPED
Fing waane dlink com SKIPPED

Help




Router Status Information

Use the various read-only menus to view system information and monitor performance.
Device Information Display

Use the Device Information window to quickly view basic current information about the LAN, WAN and
Wireless interfaces. The basic information available in this window is summarized below.

LAN

The MAC Address of the Ethernet LAN connection, IP Address, and Subnet Mask information will be
displayed, as well as the setting (Enabled/Disabled) for the DHCP Server.

WAN (ADSL)

The MAC Address of the Ethernet WAN connection, IP Address, Subnet Mask, Default Gateway, and DNS
(Domain Name Server) information will be listed. The connection type includes Dynamic, Static, and PPPoE.
You may click the DHCP Release or Renew the IP address assigned by the ISP for the WAN port for the
Dynamic Setting Option. For PPPoE setting, you may click the button to Connect and Disconnect the DSL
connection.

Firmmware Version © V1.00B02T02.US.20040902
LAN
MAC Address 00:0F:30:98:86:4D
IP Address 102020120
Subnet Mask 255.0.00
DHCP Server Enabled
NAT Enabled
WAN
Virtual Circuit [Pvco =]
Status Disconnected
Connection Type Pppoe
IP Address MIA
Subnet Mask NIA
Default Gateway A
DNS Server s
L+
Help

Figure 4- 19. Display Information window






Multiple Virtual Connections

The Router supports multiple virtual connections. Up to eight PVCs to eight separate destinations can be created
and operated simultaneously utilizing the same bandwidth. Additional PVC connections can be added for various
purposes. For example, you may want to establish a private connection to remote office in order to create an
extended LAN, or setup a server on a separate connection. Provisioning for additional PVC profiles must be
done through your telecommunications services provider. Extended LAN operations employing multiple virtual
connections require ADSL routers or modems at the remote site for a successful connection. Contact your ISP or
telecommunications service provider if you are interested in setting up multiple virtual connections.

After the necessary arrangements have been made to use the Router with multiple virtual connections, follow the
instructions below to setup the Router using the VPI/VCI settings given to you by your server provider.

Configure Multiple PVCs

Additional PVCs can be configured by first accessing the WAN configuration menu in the Home directory.

":'. Home Advanced Tools Status Help
PV
—— WPl
W
Virtual Circuit

Please selecte the appropriate options to connect to your ISP,

© Dynamic IP Address Choose this option to obtain a IP address automatically
re—— from your ISP,
DHCP * Static IP Address Choose this option to set static IP inforation provided to you
by your ISP.
 PPPOE/IPFPOA Choose this option if yvour ISP uses PPPoEPPPoA. (For
most DSL users)
 Bridge Mode Choose this option if your ISP uses Bridge Mode.

Figure 4- 20. Select new PVC to configure in the WAN menu

The PVC pull-down menu offers 8 virtual connections available for configuration. The default VC used by the
Router is labeled Pvc0. Any additional connections that are configured must have a VPI/VCI combination that is
unique to the Router. These numbers will have been already been established by your service provider on their
network.

To add a new virtual connection:

1. Select the new PVC to configure from the pull-down menu.

2. Enter the values for the VPI and VCI given to you by your service provider.
3. To activate the VC, select Enabled from the Virtual Circuit pull-down menu.
4

Configure the WAN Settings and Connection Type as desired.



In the example below, a new VC (Pvc2) has been added using the WAN Settings menu. The connection is setup
as a bridged connection.

PYC Pucl =
WPl 45
Wl 12

virtual Circuit Enabled »

Please selecte the appropriate options to connect to your ISP

€ Dynamic IP Address Choose this option to obtain a IP address automatically
from your ISP,

" Static IP Address Choose this option to set static IP inforation provided to you
by your ISP.

" PPPOEIPPPOA Choose this option if your ISP uses PPPoEPPPoA. (For
most DSL users)

@ Bridge Mode Choose this option if your ISP uses Bridge Mode.

Connection Type 1483 Bridged IPVC-Mux =

Semvice Calegory UBR '|
PCR kbps
SCR kbps

9 © 0O

Apply Cancel Help

Figure 4- 21. Configure new VC

The new VC appears listed in the ATM VC Setting menu located in the Advanced directory.

PV PYCD
VPl [

Vel [

Yirtual Circuit Im

WAN Setting [FPPoEFPPoA =]

Uszer Name usermname
Fassword
Connection Type 'm
MRU W bytes
Default Route Imed;l

NAT [Enabled =]

T

9 O 0O

Apply Cancel Help

ATM VCs List

|5} PVC WPl WC| Connection Type Wirtual Circuit

1 PVCO o ki FPPoE/PPFOA Enabled _1)
2 PVC1 2 46 Static IP Address Enabled

3 PVC2 45 12 Bridge Mode Enabled J

Figure 4- 22. New VC listed in ATM VC Settings menu

Any VC may be configured in the ATM VC menu by clicking the notepad icon for the PVC you want to
configure. VCs configured with PPP connection types can be further configured in the PPP menu.



Technical Specifications

General

IEEE 802.11b/ 802.11g
IEEE 802.3/ 802.3u
IEEE 802.1d

RFC 791 (IP Routing)
RFC 792 (UDP)

RFC 1334 (PAP)

RFC 2364 (PPP over ATM)

RFC 1631 (NAT)

RFC 1877 (Automatic IP assignment)
RFC 2516 (PPP over Ethernet)

RFC 826 (ARP) RFC 2131 (DHCP)

Standards )
RFC 1058 (RIP 1) ANSI T1.413 issue 2
RFC 1389 (RIP 2) ITU G.992.1 (G.dmt)
RFC 1483 (Bridged Ethernet) ITU G.992.2 (G.lite)
RFC 1577 (IP over ATM) ITU G.994.1 (G.Hs)
RFC 1661 (PPP) ITU-T Rec. 1.361
RFC 1994 (CHAP) Supports ATM Forum UNI V3.1/4.0 PVC

Wireless

Modulation IEEE 802.11bh: DQPSK, DBPSK, DSSS, and CCK
IEEE 802.11g: BPSK, QPSK, 16QAM, 64QAM, OFDM

Frequency 2400 ~ 2484.5MHz ISM band

Channels 11 channels for United States

13 channels for European Countries
13 channels for Japan

Wireless Data
Rates

IEEE 802.11b: 11, 5.5, 2, and 1Mbps
IEEE 802.119: 6, 9, 12, 18, 24, 36, 48, 54Mbps*

Media Access

CSMA/CA with ACK

Certification

Protocol
WEP 64/128/256 bits
Wireless Wi-Fi WPA

ADSL Data
Rates

G.dmt full rate: Downstream up to 8 Mbps
Upstream up to 640 Kbps

G.lite: Downstream up to 1.5 Mbps
Upstream up to 512 Kbps

RJ-11 port ADSL telephone line connection
4 x RJ-45 ports for 10/100BASET Ethernet connection

*Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will
vary. Network conditions and environmental factors, including volume of network traffic, building materials and
construction, and network overhead lower actual data throughput rate.



Physical and Environmental

DC Inputs:
Power Adapter

Input: 230V AC 50 ~ 60Hz (per region)
Output: 12V AC, 1.2A

Power
Consumption

12 Watts (max)

Operating 5°t0 40° C (41° - 104° F)
Temperature

Humidity 5 to 95% (non-condensing)
Dimensions 198 x 155 x 34 mm

Weight 450 g

EMI FCC Class B, CE EN301489 SMA

Safety:

CSA International




IP Address Setup

The DSL-G604T is designed to provide network administrators maximum flexibility for IP addressing on the
Ethernet LAN. The easiest IP setup choice in most cases is to let the Router do it using DHCP, which is enabled
by default. This appendix briefly describes various options including DHCP, used for IP setup on a LAN. If you
are new to IP networking, the next appendix provides some background information on basic IP concepts.

Assigning Network IP Addresses

The IP address settings, which include the IP address, subnet mask and gateway IP address are the first and most
important internal network settings that need to be configured. The Router is assigned a default LAN IP address
and subnet mask. If you do not have a preexisting IP network and are setting one up now, using the factory
default IP address settings can greatly ease the setup process. If you already have a preexisting IP network, you
can adjust the IP settings for the Router to fit within your existing scheme.

Using the Default IP Address

The Router is shipped with a preset default IP address setting of 192.168.1.1 for the LAN port. There are two
ways to use this default IP address, you can manually assign an IP address and subnet mask for each PC on the
LAN or you can instruct the Router to automatically assign them using DHCP. The simplest method is to use
DHCP. The DHCP function is active by default.

Manual IP Address Assignment

Manually configuring IP settings for the LAN means you must manually set an IP address, subnet mask and IP
address of the default gateway (the Router’s IP address) on each networked computer. The example listed below
describes IP configuration for computers running Windows 95 or Windows 98. Regardless of what operating
system is used on each workstation, the three network IP settings must be defined so the network interface used
by each workstation can be identified by the Router, and vice versa. For detailed information about configuring
your workstations IP settings, consult the user’s guide included with the operating system or the network
interface card (NIC).

1. In Windows 95/98, click on the Start button, go to Settings and choose Control Panel.
2. In the window that opens, double-click on the Network icon.
3. Under the Configuration tab, select the TCP/IP component and click Properties.

4. Choose the Specify an IP address option and edit the address settings accordingly. Consult the table below
for IP settings on a Class C network.

Using Default IP without DHCP ‘

Host IP Address Subnet Mask Gateway IP
Router 192.168.1.1 255.255.255.0

Computer #1 192.168.1.2 255.255.255.0 192.168.1.1
Computer #2 192.168.1.3 255.255.255.0 192.168.1.1
Computer #3 192.168.1.4 255.255.255.0 192.168.1.1

IP Setup - Example #1

Please note that when using the default IP address as in the above example, the first number in the IP address
must always be the same with only the second, third and fourth number changing. The first number defines the
network [P address (all machines must belong to the same IP network), while the last three numbers denote the



host IP address (each computer must have a unique address to distinguish it on the network). The IP address
scheme used in Example #1 can be used for any LAN that requires up to 253 separate IP addresses (excluding
the Router). Notice that the subnet mask is the same for all machines and the default gateway address is the LAN
IP address of the Router.

It is a good idea to make a note of each device’s IP address for reference during troubleshooting or when adding
new stations or devices.

Using DHCP

The second way to use the default settings is to allow the Router to automatically assign IP settings for
workstation using DHCP. To do this, simply make sure your computer’s IP addresses are set to 0.0.0.0 (under
Windows, choose the option Obtain an IP address automatically in the TCP/IP network component described
above). When the computers are restarted, their IP settings will automatically be assigned by the Router. The
Router is set by default to use DHCP. See the discussion in Chapter 3 for information on how to use configure
the Router for DHCP.

Changing the IP Address of the Router

When planning your LAN IP address setup, you may use any scheme allowed by rules that govern IP
assignment. It may be more convenient or easier to remember an IP scheme that use a different address for the
Router. Or you may be installing the Router on a network that has already established the IP settings. Changing
the IP address is a simple matter and can be done using the web manager (see LAN IP Address in Chapter 5). If
you are incorporating the Router into a LAN with an existing IP structure, be sure to disable the DHCP function.
Also, consider the effects of NAT (Network Address Translation). This is enabled by default but may be
disabled in the NAT menu of the Advanced directory.

An IP addressing scheme commonly used for Ethernet LANs establishes 10.0.0.1 as the base address for the
network. Using Example #2 below, the Router is assigned the base address 10.0.0.1 and the remaining addresses
are assigned manually or using DHCP.

B Alternative IP Assignment |

Host IP Address Subnet Mask Gateway IP
Router 10.0.0.1 255.0.0.0

Computer #1 10.0.0.2 255.0.0.0 10.0.0.1
Computer #2 10.0.0.3 255.0.0.0 10.0.0.1
Computer #3 10.0.0.4 255.0.0.0 10.0.0.1

IP Setup - Example #2

These two examples are only examples you can use to help you get started. Other common private network IP
addressing schemes use a base address of 192.168.1.1 or 192.168.0.1. If you are interested in more advanced
information on how to use IP addressing on a LAN there are numerous resources freely available on the Internet.
There are also many books and chapters of books on the subject of IP address assignment, IP networking and the
TCP/IP protocol suite.
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IP Concepts

This appendix describes some basic IP concepts, the TCP/IP addressing scheme and shows how to assign IP
Addresses.

When setting up the Router, you must make sure it has a valid IP address. Even if you will not use the WAN port
(ADSL port), you should, at the very least, make sure the Ethernet LAN port is assigned a valid IP address. This
is required for telnet, in-band SNMP management, and related functions such as “trap” handling and TFTP
firmware download.

IP Addresses

The Internet Protocol (IP) was designed for routing data between network sites all over the world, and was later
adapted for routing data between networks within any site (often referred to as “subnetworks” or “subnets”). IP
includes a system by which a unique number can be assigned to each of the millions of networks and each of the
computers on those networks. Such a number is called an IP address.

To make IP addresses easy to understand, the originators of IP adopted a system of representation called “dotted
decimal” or “dotted quad” notation. Below are examples of IP addresses written in this format:

201.202.203.204 189.21.241.56 125.87.0.1

Each of the four values in an IP address is the ordinary decimal (base 10) representation of a value that a
computer can handle using eight “bits” (binary digits — 1s and 0s). The dots are simply convenient visual
separators.

Zeros are often used as placeholders in dotted decimal notation; 189.21.241.56 can therefore also appear as
189.021.241.056.

IP networks are divided into three classes on the basis of size. A full IP address contains a network portion and a
“host” (device) portion. The network and host portions of the address are different lengths for different classes of
networks, as shown in the table below.

0 8 18 24 31
Classa (0| neid | hostid |
Clssg [1]o] netid hostid |
class ¢ [1]1]o] netid hostid |
ClassD [1]1]1]o] multicast address |
classE [1]1]1]1]o] reserved for future use |

Networks attached to the Internet are assigned class types that determine the maximum number of possible hosts
per network. The previous figure illustrates how the net and host portions of the IP address differ among the



three classes. Class A is assigned to networks that have more than 65,535 hosts; Class B is for networks that
have 256 to 65534 hosts; Class C is for networks with less than 256 hosts.

IP Network Classes

Class | Maximum Number Network Addresses (Host Maximum Number of
of Networks in Portion in Parenthesis) Hosts per Network
Class
A 126 1(.0.0.0) to 126(.0.0.0) 16,777,214
16,382 128.1(.0.0) to 191.254(.0.0) 65,534
C 2,097,150 192.0.1(.0) to 223.255.254(.0) 254

Note: All network addresses outside of these ranges (Class D and E) are either reserved or set aside for
experimental networks or multicasting.

When an IP address's host portion contains only zero(s), the address identifies a network and not a host. No
physical device may be given such an address.

The network portion must start with a value from 1 to 126 or from 128 to 223. Any other value(s) in the network
portion may be from 0 to 255, except that in class B the network addresses 128.0.0.0 and 191.255.0.0 are
reserved, and in class C the network addresses 192.0.0.0 and 223.255.255.0 are reserved.

The value(s) in the host portion of a physical device's IP address can be in the range of 0 through 255 as long as
this portion is not all-0 or all-255. Values outside the range of 0 to 255 can never appear in an IP address (0 to
255 is the full range of integer values that can be expressed with eight bits).

The network portion must be the same for all the IP devices on a discrete physical network (a single Ethernet
LAN, for example, or a WAN link). The host portion must be different for each IP device — or, to be more
precise, each IP-capable port or interface — connected directly to that network.

The network portion of an IP address will be referred to in this manual as a network number; the host portion
will be referred to as a host number.

To connect to the Internet or to any private IP network that uses an Internet-assigned network number, you must
obtain a registered IP network number from an Internet-authorized network information center. In many
countries you must apply through a government agency, however they can usually be obtained from your
Internet Service Provider (ISP).

If your organization's networks are, and will always remain, a closed system with no connection to the Internet
or to any other IP network, you can choose your own network numbers as long as they conform to the above
rules.

If your networks are isolated from the Internet, e.g. only between your two branch offices, you can assign any IP
Addresses to hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has reserved
the following three blocks of IP Addresses specifically for private (stub) networks:

Class | Beginning Address | Ending Address

A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

It is recommended that you choose private network IP Addresses from the above list. For more information on
address assignment, refer to RFC 1597, Address Allocation for Private Internets and RFC 1466, Guidelines for
Management of IP Address Space.



Subnet Mask

In the absence of subnetworks, standard TCP/IP addressing may be used by specifying subnet masks as shown
below.

IP Class Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
Class C 255.255.255.0

Subnet mask settings other than those listed above add significance to the interpretation of bits in the IP address.
The bits of the subnet mask correspond directly to the bits of the IP address. Any bit an a subnet mask that is to
correspond to a net ID bit in the IP address must be set to 1.



Microfilters and Splitters

Most ADSL clients will be required to install a simple device that prevents the ADSL line from interfering with
regular telephone services. These devices are commonly referred to as microfilters or sometimes called
(inaccurately) line splitters. They are easy to install and use standard telephone connectors and cable.

Some ADSL service providers will send a telecommunications technician to modify the telephone line, usually
at the point where the telephone line enters the building. If a technician has divided or split your telephone line
into two separate lines - one for regular telephone service and the other for ADSL — then you do not need to use
any type of filter device. Follow the instructions given to you by your ADSL service provider about where and
how you should connect the Router to the ADSL line.

Microfilters

Unless you are instructed to use a “line splitter” (see below), it is optional to install a microfilter (low pass filter)
device for each telephone or telephone device (answering machines, Faxes etc.) that shares the line with the
ADSL service. Microfilters are easy-to-install, in-line devices, which attach to the telephone cable between the
telephone and wall jack. Microfilters that install behind the wall plate are also available. A typical in-line
microfilter installation is shown in the diagram below.

Phone
Jack

/

Microfilter

Phone

Microfilter Installation

Important: Do not install the microfilter between the Router and the telephone jack. Microfilters are only
intended for use with regular telephones, Fax machines and other regular telephone devices.



Line Splitter

If you are instructed to use a “line splitter”, you must install the device between the Router and the phone jack.
Use standard telephone cable with standard RJ-11 connectors. The splitter has three RJ-11 ports used to connect
to the wall jack, the Router and if desired, a telephone or telephone device. The connection ports are typically

labeled as follows:
Line - This port connects to the wall jack.
ADSL — This port connects to the Router.
Phone — This port connects to a telephone or other telephone device.

The diagram below illustrates the proper use of the splitter.

Phone
Jack

"f:DSL

Splitter

DSL-G604T

Line Splitter Installation





